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Executive Summary

a In this report, “People’s Republic of China” refers to the sovereign state commonly known as “China,” in alignment 
with U.S. policy since the 1970s. The term “Chinese” is used in an ethnic or cultural context unless explicitly linked to 
the state or its official entities.

Again and again, PRC cyber operations have 
reportedly caught the U.S. and its allies and partners 
by surprise.3 4 The U.S. must break this cycle. National 
leaders must not assume any sectors are secure or 
underestimate the PRC’s capacity to deliberately 
evolve its tradecraft in pursuit of strategic goals. 
Future policy must anticipate the PRC’s growing scale, 
speed, and agility, not just replicate past breach 
playbooks. This report is designed to inform that shift 
by offering insight into how PRC cyber operations are 
likely to expand, adapt, and entrench over the next five 
years.

Reversing these trends will require urgent national 
action coordinated with international allies and 
partners to expose, contest, and dislodge PRC 
footholds before they harden into structural 
disadvantages for the United States. The 
recommendations that follow span cyber defense 
modernization, vendor access reform, attribution 
posture, and strategic engagement. Each is designed 
to help cyber leaders move from reactive defense to 
proactive shaping—rebuilding resilience, restoring 
initiative, and preserving decision-making advantage. 
The window to act is narrowing, but with deliberate 
strategy and sustained investment, the U.S. can blunt 
Beijing’s advances, reclaim operational advantage, and 
reset the terms of long-term competition.

The People’s Republic of China (PRC)a conducts cyber 
operations that are strategic, persistent, and global. 
From breaching government agencies and 
prepositioning in ports, to deploying ransomware for 
political coercion and honing influence operations with 
AI, these operations are well documented. But their 
cumulative strategic impact remains poorly 
understood and insufficiently integrated into U.S. 
planning. These operations constrain U.S. options in 
future crises and geostrategic competition. 
Overcoming this challenge requires understanding the 
technical accelerants of PRC cyber power, the global 
systemic conditions it exploits, and the national actions 
needed to push back against these encroaching 
constraints. This report provides that insight.

This report analyzes the defining methods, global 
patterns, and strategic logic behind PRC cyber 
operations. It offers a structured assessment of how 
Beijing uses cyber power as an instrument of coercion, 
to erode resilience, fracture alliance coordination, and 
limit the ability of the U.S. and its partners to act 
decisively. By linking operational techniques, such as 
edge device exploitation, vendor-enabled access, and 
AI-scaling, to specific regional campaigns, the report 
shows how previously siloed incidents reflect a 
coherent strategy to reshape the terms of global 
competition.
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Key Findings

reconnaissance, exploit and malware 
development, targeting, and data 
processing.

•	 PRC actors are using AI to overcome 
structural barriers that have long 
constrained Beijing’s influence in foreign 
information environments.

•	 The PRC's shift from denying to contesting 
attribution risks fragmenting allied 
responses and preserving PRC freedom to 
operate below escalation thresholds.

•	 PRC cyber operations aim to constrain U.S. 
power in three strategic arenas by eroding 
agility and escalation control in East Asia, 
fracturing alliance coordination in Europe 
and the Five Eyes, and embedding 
economic and geopolitical leverage across 
the developing world. 

•	 Without deliberate national action, the 
PRC’s cyber and influence gains may 
harden into structural advantages, 
potentially reshaping the global operating 
environment in its favor. 

•	 Beijing is building a cyber-enabled 
positional advantage that systematically 
erodes U.S. strategic initiative across time, 
terrain, and tempo. These changes may 
fundamentally constrain how the U.S. can 
coordinate, respond, and compete.

•	 Beijing’s cyber strategy leverages four 
force-multipliers—trusted-relationship 
compromise, edge device exploitation, AI 
acceleration, and attribution 
contestation—maximizing operational 
reach, stealth, speed, and deniability.

•	 Trusted-relationship abuse is giving the 
PRC strategic advantage by establishing 
persistent access that bypasses 
conventional cyber defenses and erodes 
U.S. response capabilities.

•	 PRC dominance in network edge 
exploitation creates systematic access 
advantages that degrade U.S. situational 
awareness and outpace decision cycles.

•	 AI accelerates PRC cyber operations by 
enabling speed and precision across 

Approved for Public Release. September 2025. Copyright © 2025 Booz Allen Hamilton Inc. 4
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Counter-Strategy at a Glance

6

Treat all third‑party sessions as hostile until 
proven otherwise; log, segment, broker, and 

red‑team vendor access.

Halts the PRC’s scalable 
access via update and 

support channels.

Close the Trusted 
Back Door  

Harden firewalls, VPNs, satellite/cellular 
gateways and operational technology (OT) 
firmware; bring edge devices into visibility 

and hunt cycles.

Removes the PRC’s favored  
footholds for access.

Fortify 
the Edge

Bake “adversarial control risk” into every 
hardware and software purchase. Use purchasing 

power to incentivize security by design.

Starves the PRC of access 
via supply chain 

compromise.

Build and 
Buy Secure

Create declassification pathways and joint 
government-industry messaging to go public 

with fast and unassailable attribution.

Burns the PRC denial playbook 
and sustain allies’ and partners’ 

consensus over attribution.

Fight the 
Attribution Fight

Track narrative flows, dismantle amplification 
infrastructure, expose influence networks, 
and disrupt the digital supply chain of PRC 

information warfare online.

Forces covert PRC influence 
operations out of the 

shadows and off the board.

Break the 
Influence Chain

Deploy hunt teams, harden frontline 
systems, and integrate regional allies and 

partners into joint response planning.

Denies Beijing uncontested 
terrain, preserve coalition 

cohesion, and protect strategic 
access before crises erupt.

Forward‑Posture 
with Partners

Harden shared supply chains, empower 
allies to expose PRC operations, and 

defend crisis-response infrastructure.

Blunts PRC efforts to 
fracture coalitions and 

accelerate joint response.
Draw Allies Closer

Displace PRC technology, embed 
partner-facing teams, and build 

regional cyber readiness.

Dislodges PRC footholds, 
secure critical terrain, and 

preserve U.S. access.

Deny Digital 
Entrenchment

Track, indict, and dismantle contractor‑run 
infrastructure‑as‑a‑service, not just front-

line threat actors.

Cuts operational reach, 
deny stealth, and 

impose cost.

Burn the Botnet 
and Relay Layer

Deploy mission‑focused AI for triage, anomaly 
detection, and influence-ops tracking. Develop 

and apply counter-AI techniques to disrupt 
PRC model performance. 

Hollows out the PRC’s 
offensive automation 

advantage.

Out‑Automate 
and Undermine  
the Adversary

Objective Core Moves What it Buys the U.S.
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Introduction

The PRC has built a cyber operations ecosystem 
optimized for scale, persistence, and strategic effect. 
Its cyber campaigns are more than a collection of 
intrusions to expel and remediate. They are a tool of 
statecraft, applied systematically with other elements 
of national power to weaken adversaries' decision-
making ecosystems, constrain their operational 
flexibility, and pre-condition the outcomes of future 
geopolitical contests. What distinguishes the PRC’s 
cyber offense today is more than the breadth of its 
targeting or the persistence of its access: It is Beijing’s 
fusion of national strategy, technical innovation, and 
exploitation of global systemic circumstances into a 
disciplined architecture of geopolitical cyber power.

Much has already been written about discrete aspects 
of this challenge, like technically novel PRC-attributed 
campaigns, its contractor and zero-day ecosystems, 
and targeting trends. But for senior decision-makers, 
what is often missing is an organizing logic: a way to 
see how these campaigns accumulate across regions, 
how tradecraft aligns with strategic outcomes, and 
how structural conditions—legal, technical, and 
economic—are enabling a long-term erosion of U.S. 
strategic freedom. This report is designed for readers 
who already understand the scale of the threat. It offers 
them a structured analysis to understand how the PRC 
uses cyber operations not only to collect intelligence 
or prepare battlespaces, but to shape the geopolitical 
environment itself.

The analysis draws on a review of over 350 public 
reports from the past two and a half years. From this, it 

identifies four force multipliers that define the PRC’s 
approach to cyber power projection: (1) scaling access 
with trusted relationships, (2) growing persistence and 
speed through network edge device exploitation, (3) 
accelerating operational tempo with AI, and (4) 
preserving escalation control by contesting attribution. 
The report then maps how Beijing deploys these 
capabilities to outmaneuver, weaken, and constrain the 
US across East Asia, its core alliances, and the 
developing world. From data leaks in the Pacific Islands 
to political espionage in Europe and telecom 
exploitation in South America, the report draws 
through-lines across what might otherwise appear as 
unrelated events. It shows how these methods support 
Beijing’s efforts to degrade resilience, fracture shared 
operational posture, and narrow the window for 
decisive U.S. action.

This report explains how Beijing is methodically 
shifting the balance of initiative in cyberspace and 
what that means for U.S. power. Rather than merely 
catalog intrusions, it reveals the strategy behind them: 
the operational logic, enabling conditions, and 
cumulative effects that threaten to restructure the 
global operating environment. Leaders tasked with 
safeguarding national resilience and preserving 
freedom of action must understand these dynamics to 
craft an effective response that moves beyond reactive 
triage and toward sustained strategic advantage. 
Inaction compounds risk. The U.S. must act urgently to 
expose, contest, and dislodge PRC advantages before 
they harden into structural dominance.

The PRC's Approach to Cyber Projection

Scaling access 
with trusted 

relationships

Growing persistence and 
speed through network edge 

device exploitation

Accelerating 
operational tempo 

with AI

Preserving escalation 
control by contesting 

attribution
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Threat Landscape

The current PRC cyber threat landscape can be understood through two intersecting lenses: force multipliers that 
are growing Beijing’s cyber power, and the regional arenas where its capabilities are strategically applied. The first 
half of this section identifies four force-multipliers that indicate Beijing’s approach to cyber power projection. These 
emphasize scale, stealth, speed, and deniability. The second half examines how these methods are applied in three 
key arenas: the PRC’s eastern strategic periphery, the U.S. alliance system, and the developing world. Together, this 
approach reflects a coherent national effort by the PRC to effectively erode its opponents’ cohesion, shape 
geopolitical alignment, and maneuver crises under the threshold of open conflict.

Beijing is weaponizing trusted relationships. Rather 
than breach hardened systems head-on, PRC 
operators compromise the trusted connections 
underlying digital infrastructure: between vendors and 
clients, software platforms and users, administrators 
and their networks, developers and their supply chains. 
These pathways provide legitimate access with 
minimal scrutiny and deep system integration. By 
embedding themselves into these relationships—
whether through stolen credentials, hijacked update 
channels, or vendor compromise—PRC actors gain 
scalable, persistent access that bypasses traditional 
defenses. This creates a fundamental advantage: 
extended presence with reduced detection risk, lower 
operational costs, and undermined assumptions in 
cyber defense frameworks.

Force Multipliers

Trusted Relationships Scale Access

This exploitation of trust shifts the burden of defense 
onto the U.S. and its allies, forcing costly changes to 
how vendor access, update mechanisms, and 
administrative privileges are managed. Measures like 
deeper vendor vetting, segmentation of support 
tooling, and integrity validation of software delivery 
pipelines require time, resources, and architectural 
change. They often degrade operational efficiency in 
the process. These costs fall especially hard on 
sectors with legacy infrastructure or deep vendor 
entanglement, such as operational technology 
(OT)-heavy critical infrastructure and state and local 
governments, where modernization timelines are slow 
and trusted pathways are often exceptions to 
segmentation. As PRC operators scale access through 
others’ infrastructure, defenders are left absorbing 
asymmetric costs and friction that compound over 
time, especially during crisis response or time-
sensitive operations.

Copyright © 2025 Booz Allen Hamilton Inc. 10
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Vendor Access as a Point of Entry
Vendor-enabled access remains a critical enabler for 
PRC cyber operators seeking durable, low-friction 
entry into hardened networks. Rather than relying 
exclusively on phishing or exploit-based intrusion, 
PRC-linked actors have increasingly abused trusted 
relationships between service providers and their 
clients. These intrusions often exploit VPN credentials, 
remote support tools, or compromised software 
updates, allowing access through authorized, 
allowlisted channels. This model is particularly 
effective in sectors where vendor connections are 
managed exceptions to otherwise strict segmentation, 
such as government and OT-reliant sectors—which 
includes 13 of 16 designated U.S. critical infrastructure 
sectors.5

•	 In 2018–2019, Mustang Panda and BlackTech 
used stolen VPN credentials from Taiwanese IT 
vendors to compromise government systems.6 7 8     

•	 In late 2024, Silk Typhoon exploited two zero-day 
vulnerabilities in BeyondTrust’s Remote Support 
software and obtained an API key used to reset 
credentials for cloud-based customer 
environments. The intrusion enabled access to 
multiple government networks, including the U.S. 
Treasury Department’s Office of Foreign Assets 
Control, through a federal support contractor. 
During the same period and into early 2025, the 
group applied similar tactics to target U.S. state 
and local governments, as well as the IT sector, 
and obtain data concerning law enforcement 
investigations and other government policy 
relevant to PRC interests.9

PRC operators increasingly treat vendor access as a 
scalable intrusion vector for multi-target operations 
across shared ecosystems. This approach reflects a 
shift toward establishing presence inside vendor 
environments to enable broader client access.  
Cloud-based infrastructure and centralized 
administration have expanded the reach and efficiency 
of this model, allowing PRC actors to conduct scalable 
campaigns while minimizing exposure and resource 
expenditure.

•	 Between June 2024 and January 2025, PRC-linked 
operators exploited a vulnerability in Check Point 
VPN software to steal credentials and access 
manufacturing organizations across Europe, 
Africa, and the Americas. The ShadowPad remote 
access tool was widely deployed, and ransomware 
was delivered in a limited number of cases.10  

•	 In mid-2024, PRC-linked operators targeted large 
B2B IT service providers in Southern Europe in a 
campaign dubbed Operation Digital Eye, likely 
aiming to use vendor environments to pivot to 
access downstream client networks.11

•	 In 2024, the PRC-linked cluster PurpleHaze 
targeted a third-party logistics vendor previously 
responsible for provisioning employee hardware at 
a U.S. cybersecurity company.12 The intrusion, 
which used the ShadowPad malware, appeared 
intended to establish indirect access to client 
environments by exploiting residual trust in the 
vendor relationship.

11
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Compromise of Software Delivery 
Channels
PRC software supply chain compromises have 
evolved from broad deployment with post-
compromise filtering to selective delivery at the point 
of infection. Early campaigns cast a wide net, 
embedding backdoors in widely distributed software 
but activating second-stage payloads only on select 
systems. Over time, operators moved from automated 
filtering within malware to human-driven triage, and 
eventually to pre-compromise targeting. This evolution 
reduces risk, increases operational control, and 
reflects a growing emphasis on stealth and precision in 
PRC cyber tradecraft.

•	 In 2017 and 2018, campaigns that abused updates 
for CCleaner and ASUS computers to deploy 
ShadowHammer malware relied on mass software 
distribution, but embedded filtering logic into the 
malware itself to limit activation. CCleaner was 
installed on over 2 million systems, yet only a few 
dozen triggered second-stage payloads.13 

ShadowHammer updates were pushed broadly but 
executed only on devices with specific MAC 
addresses hardcoded into the installer.14 15 16

•	 In the 2017 NetSarang incident, APT41 inserted the 
ShadowPad backdoor into signed updates for IT 
administration tools, resulting in widespread 
compromise.17  Instead of embedding filters in the 
malware, operators conducted post-access 
reconnaissance and delivered second-stage 
payloads only to a subset of infected systems 
(primarily in finance, pharmaceutical, and software 
sectors) reflecting human-driven victim selection 
after compromise.

•	 By 2021, PRC operators increasingly limited 
malware delivery to pre-selected targets. Tick 
compromised a South Korean DLP vendor and 
used its update channel to infect only a few 
downstream clients.18 19 In 2023, an investigation 
into 2,000 installations of Cobra DocGuard found 
that Carderbee delivered trojanized updates to 
only about 100 systems primarily in Hong Kong, 
suggesting that delivery was scoped to 
preselected victims prior to deployment.20

•	 PRC operators are embedding software delivery 
compromises within regionally trusted platforms 
to gain access to political, economic, and 
strategic technology targets. Rather than 
targeting globally distributed consumer 
applications, these operations compromise 
software distribution pathways tied to domestic, 
jurisdictionally proximate, or sector-specific 
platforms. This approach enables malware delivery 
via allowlisted update channels, conceals 
malicious activity within expected network 
behavior, and abuses trust in local vendors.

•	 Between 2020 and 2021, Evasive Panda targeted 
users in mainland China by abusing the update 
mechanisms of domestically developed 
applications, including Tencent QQ. The group 
delivered its malware through legitimate software 
infrastructure, likely by compromising internal 
distribution systems or intercepting traffic at the 
network level. Victims included members of an 
international NGO active in several provinces.21

•	 In 2023, Evasive Panda compromised DNS 
infrastructure at a Hong Kong internet service 
provider to redirect software update requests from 
media tools like 5KPlayer and YoutubeDL, which 
are used for video playback and content 
acquisition.22

•	 In 2023–2024, PlushDaemon compromised the 
software distribution process of IPany, a South 
Korean VPN provider, to deliver malware to a South 
Korean semiconductor company, a software 
development firm, and users in South Korea, 
Japan, and the PRC.23 

•	 Between 2022 and 2024, TheWizards hijacked 
update mechanisms for PRC-made software such 
as Tencent QQ by manipulating IPv6 network 
configuration protocols to redirect traffic.24 The 
group used adversary-in-the-middle techniques to 
deliver malware from spoofed update servers, 
targeting users in the mainland PRC, Hong Kong, 
and Southeast Asia.25

12
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Network Edge Devices Drive 
Persistence and Stealth
The PRC, like other capable cyber actors, extensively 
targets network edge infrastructure: routers, VPN 
appliances, and firewalls that sit between internal 
networks and the public internet. This approach 
responds to trends in endpoint hardening, cloud 
migration, and remote work that expands the network 
perimeter.26 27 28 Despite growing demands on these 
edge devices,29 they remain exposed and often poorly 
monitored, while providing access to credentials, 
traffic, and lateral movement pathways outside the 
scope of typical detection monitoring. 

Within this trend, the PRC has distinguished its 
operations through systematic edge exploitation. 
Beijing has integrated mandatory vulnerability 
reporting, contractor-run anonymization networks, and 
widespread deployment of PRC-made networking 
equipment into a cohesive system optimized for edge 
targeting. This framework streamlines zero-day 
weaponization, prioritizing network boundary devices 
as scalable entry points. Compromised consumer 
devices, many designed and manufactured under PRC 
jurisdiction, form anonymization layers shared across 
operations, masking operator presence while reducing 
resource requirements. This converts a global security 
gap into a strategic advantage.

This infrastructure enables long-term positional 
advantage. By embedding access into trusted systems 
and minimizing the need for bespoke implants or 
repeated exploitation, PRC operators reduce 
operational costs while extending dwell time. These 
footholds enable both contingency operations and 
sustained intelligence activities, including collection, 
network reconnaissance, and access staging, across a 
wide array of targets. The cumulative effect reshapes 
the operating environment to Beijing's benefit—
shortening defender warning times, obscuring 
attribution, and enabling both continuous surveillance 
and rapid exploitation at scales that outpace defensive 
coordination and limit allied response options.

13
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Leadership in Zero-Day Exploitation 
Beijing has emerged as the global leader in zero-day 
exploitation targeting network edge devices. Since 
2021, PRC-linked threat actors have dramatically 
increased their use of zero-day exploits, with 85% of 
the known vulnerabilities they targeted involving 
network edge infrastructure such as firewalls, VPNs, 
and routers.30 This focus reflects a strategic interest in 
scalable access vectors that offer both persistence 
and prepositioning. In 2023 and 2024, PRC cyber 
operators were the most frequent users of zero-days 
across all software categories.31 32  The UK’s National 
Cyber Security Centre (NCSC) has since described 
zero-day exploitation as the “new normal,” a shift that 
has helped the PRC increase its operations’ volume 
and targeting precision.33

•	 In 2022, at least three PRC groups exploited a 
zero-day vulnerability in Sophos firewalls to gain 
access to select targets, including Tibetan 
organizations and a government department 
involved in Belt and Road Initiative (BRI)b debt 
negotiations.34 The campaign demonstrated 
narrow targeting and alignment with PRC 
geopolitical priorities.

•	 Between late 2022 and 2023, a PRC threat group 
exploited a previously unknown vulnerability in 
Fortinet FortiGate devices to compromise over 
20,000 systems globally. Victims included 
governments, international organizations, and 
defense contractors, highlighting the scalability 
and systemic risk posed by edge device 
exploitation.35 36  

•	 In 2024, Google Threat Intelligence attributed five 
zero-day exploits to PRC-backed groups, all of 
which targeted security and network appliances.37 
This reinforces Beijing’s sustained emphasis on 
edge infrastructure as a scalable and privileged 
access vector. Google found that PRC operators 
remain the most consistent state-linked exploiters 
of zero-days.

The PRC’s regulatory model for vulnerability 
discovery provides cyber operators with a systematic 
and accelerated path to zero-day exploitation. A 2021 
policy shift requiring rapid internal disclosure of 
software vulnerabilities has created a pipeline from 
private researchers to government-linked offensive 
units. This structure, which encompasses ministries, 
MSS contractors, PLA-affiliated labs, and academic 
institutions, consolidates insight and ensures that 
vulnerabilities can be rapidly evaluated, weaponized, 
and deployed. By integrating discovery with 
operational use, Beijing has positioned itself to exploit 
critical flaws before they are independently identified 
or patched, challenging conventional defensive 
timelines.

•	 PRC regulations require companies to report newly 
discovered software vulnerabilities to the Ministry 
of Industry and Information Technology (MIIT) 
within 48 hours. These disclosures are distributed 
across state-linked entities involved in offensive 
cyber activity, including the MSS and PLA.38 

•	 Some PRC researchers have submitted 
vulnerabilities to international bug bounty 
programs after the state has already 
operationalized them, potentially as a sanctioned 
tactic to shape perception or, in some cases, as an 
unsanctioned attempt at financial gain.39

b The Belt and Road Initiative (BRI) is a global infrastructure and economic development initiative launched by the PRC in 2013 to 
enhance regional connectivity and expand trade across Asia, Africa, and Europe. It has significantly increased Beijing’s 
geopolitical influence, though critics argue it can create debt dependency in participating countries, raising concerns about 
sovereignty and long-term economic sustainability.

Copyright © 2025 Booz Allen Hamilton Inc. 14
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Creation of Scaled Anonymization 
Networks
PRC cyber operators are using anonymization 
networks to obscure attribution, evade defenses, and 
blend into target environments. These Operational 
Relay Box (ORB) networks—composed of 
compromised routers, IoT devices, and leased 
infrastructure—allow malicious traffic to appear 
routine and locally sourced. PRC actors increasingly 
route operational traffic through devices located near 
or within the target’s ISP, undermining geofencing 
heuristics and making detection harder.40 Static, 
IP-based defenses struggle to track these constantly 
shifting mesh networks, which regenerate 
compromised nodes across tens or hundreds of 
thousands of devices.41 This approach reflects both 
operational opportunism and the strategic utility of 
obfuscation in long-running access campaigns.

•	 In 2021–2022, TAG-38 used compromised digital 
video recorders and security cameras in Taiwan 
and South Korea to route traffic while breaching 
Indian power infrastructure. These hop points 
provided proximity to the target and masked 
external traffic as trusted local connections.42

•	 In 2024, CISA observed that APT40 was using 
compromised small home and office (SOHO) 
routers to proxy its operations targeting Australian 
entities. Many of the devices were either 
unpatched for known vulnerabilities or not 
patchable due to being past end-of-life.43

•	 In a multiyear campaign disclosed in 2025, Weaver 
Ant breached a major Asian telecommunications 
company while proxying its traffic through 
compromised routers operated by other regional 
telecom providers.44 The adversary sustained 
persistent access to primary telecom target for  
four years.

The PRC’s ORB networks reflect a broader ecosystem 
of provisioned infrastructure that supports scalable, 
persistent operations. PRC-linked contractors build 
and maintain these anonymization resources, 
replacing nodes as they are taken offline or blocked. 
This model reduces the operational burden on frontline 
actors and enables multiple campaigns to run in 
parallel with shared infrastructure. It also aligns with a 
longer-standing pattern in the PRC cyber ecosystem: 
outsourcing tools, platforms, and infrastructure while 
maintaining strategic flexibility and deniability.

•	 Between 2022 and 2023, Integrity Technology 
Group, an established PRC cybersecurity 
contractor, allegedly provided Flax Typhoon with 
access to a 260,000-node botnet of compromised 
consumer devices. This botnet included a user 
interface allowing clients to select nodes and issue 
commands remotely.45 46  

•	 While the extent of state tasking is unclear, this 
model allows the PRC to scale access operations 
while distancing state actors from direct technical 
implementation. Similar infrastructure-as-a-
service dynamics have underpinned many PRC 
campaigns since the early 2010s.47 48  
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PRC-made Networking Devices in 
Critical Sectors
The use of PRC-made networking hardware in U.S. 
government, defense, and critical infrastructure 
environments presents a long-term operational risk, 
even in the absence of confirmed compromise. This 
risk stems from both demonstrated adversary 
capability and structural opacity. PRC state-backed 
operators have repeatedly exploited vulnerabilities in 
networking devices, including backdoors and zero-
days. While no public evidence confirms that 
backdoors in commercially sold PRC-made routers are 
deliberately implanted, their existence—intentional or 
not49—creates persistent access opportunities and 
affords plausible deniability to manufacturers. The 
concern is especially acute in sectors with limited 
device-level visibility or procurement processes that 
fail to account for supplier risk, where such equipment 
may quietly persist beyond the reach of standard 
audits or patch management. Recent discoveries in 
U.S. critical infrastructure (e.g., energy sector and 
ports) suggest this is part of a broader strategy: 
PRC-manufactured devices may include 
undocumented capabilities that compound long-term 
exposure in critical systems.

•	 PRC-headquartered network equipment 
manufacturing company TP-Link’s share of the 
U.S. small-office/home-office (SOHO) router 
market grew from 20% in 2019 to 65%c in 2024.50  
Procurement records show that TP-Link routers 
are in use in U.S. government organizations 
including the Defense Logistics Agency, Naval 
Undersea Warfare Center, and NASA.51

•	 A 2022 Georgetown study found that, between 
2015 and 2021, 1,681 state and local entities, 
including governments, utilities, universities, 
hospitals, and transit organizations, had procured 
foreign-made information and communications 
technology and services (ICTS) prohibited on 
federal networks, noting that Huawei routers and 
networking equipment were often purchased.52

•	 A 2022 investigation identified multiple 
undocumented backdoors in Jetstream and 
Wavlink routers, both manufactured by PRC-based 
Winstars Technology and sold in U.S. retail 
channels.53 The routers reportedly contained 
hidden remote access interfaces and exposed 
administrative credentials that could be retrieved 
by unauthenticated users.

•	 A 2025 study reportedly discovered undocumented 
communication devices, including cellular radios, 
embedded in PRC-manufactured solar power 
inverters and batteries, creating potential channels 
to bypass firewall protections (e.g., blocking direct 
device communication with PRC IP addresses) and 
remotely alter device behavior.54 Separately, U.S. 
national security officials have raised concerns that 
PRC-made ZPMCd ship-to-shore cranes—used at 
ports across the country, including those 
supporting military logistics—contain sensors not 
fully disclosed in procurement documentation.55 A 
House investigation further found that ZPMCd had 
“repeatedly” requested remote access to its cranes 
with a “particular focus” on West Coast 
installations.56 These capabilities could plausibly 
enable the tracking of cargo movements or 
disruption of port operations. Neither case has 
been publicly linked to PRC state-directed cyber 
offensive activity.

cTP-Link disputes the 65% market-share figure reported by the Wall Street Journal in December 2024. The firm refers to 
separate market research report finding 36.5% consumer unit market-share. Research did not locate the original report.  
(Source: https: //www. tp-link. com/us/landing/fact-sheet/)

d Shanghai Zhenhua Heavy Industries Co., typically referred to as ZPMC, is a PRC state-owned manufacturer that produces 
approximately 80% of the ship-to-shore (STS) cranes used at U.S. ports and 75% of STS cranes globally. It is a subsidiary of 
China Communications Construction Company, a key contractor in the Belt and Road Initiative. (Source: https: //www .wsj. com/
politics/national-security espionage-probe-finds-communications-device-on-chinese-cargo-cranes-867d32c0)
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The PRC has a history of leveraging stolen source 
code and zero-day exploits to compromise widely 
deployed networking equipment. Past campaigns by 
PRC state-linked actors illustrate how access to 
firmware, encryption modules, or maintenance 
pathways can be abused for persistent compromise. 
These precedents suggest that even when a device is 
not explicitly backdoored at the point of manufacture, 
PRC operators may still exploit its supply chain, 
software, or support infrastructure for later-stage 
access.

•	 In 2012, APT5 stole firewall source code from 
U.S.-based Juniper Networks and altered VPN 
encryption parameters, potentially enabling 
long-term traffic decryption. In 2014, the group 
added a remote-access backdoor to affected 
devices.57

•	 In 2021, APT5 exploited a zero-day in Pulse Secure 
VPN appliances to compromise defense 
contractors, government entities, and financial 
institutions in the U.S. and Europe.58

The persistent infiltration of counterfeit PRC-made 
networking devices into critical U.S. systems 
presents additional security risks. Counterfeit or 
gray-market PRC devices often contain unauthorized 
hardware and pirated firmware, making them difficult 
to patch and vulnerable to tampering. These devices 
are typically not visible in official vendor support 
ecosystems, complicating vulnerability management 
and increasing the likelihood of unmonitored 
compromise. Their distribution within U.S. critical 
infrastructure, including operational Department of 
Defense (DOD) systems, magnifies the potential 
impact of compromise or malfunction.

•	 Since at least the early 2000s, counterfeit 
PRC-made network hardware has infiltrated U.S. 
military, government, and critical infrastructure 
supply chains, including systems used by the Navy, 
Treasury, and major defense contractors. A 2008 
FBI investigation known as Operation Cisco Raider 
recovered over 3,500 fake routers, raising 
concerns about potential backdoor access and 
systemic supply chain exposure.59 60 61      

•	 From 2014 to 2022, a U.S.-Turkish dual national and 
co-conspirators imported counterfeit Cisco 
devices from the mainland PRC and Hong Kong. 
These systems contained unauthorized parts and 
pirated software.62 The counterfeit equipment was 
deployed in U.S. hospitals, schools, and classified 
DOD systems, introducing risks related to 
unauthorized access, degraded system 
performance, and lack of access to vendor patches 
or validated firmware updates.

AI Accelerates Operational 
Tempo
AI is turbocharging the scale, tempo, and targeting of 
PRC cyber and information operations. Beijing is 
integrating AI to overcome long-standing constraints 
in linguistic reach, analytic throughput, and operational 
scalability. These tools assist PRC operators in triaging 
vast multilingual datasets, automating aspects of 
technical reconnaissance, and accelerating the 
production of tailored influence content. Even in its 
early stages, AI is changing how the PRC collects 
intelligence, targets operations, and shapes global 
narratives, aligning with Beijing’s “intelligentized” 
warfare doctrine that prioritizes data-driven decision-
making and information dominance.63

This evolution erodes U.S. strategic advantage. By 
reducing friction in surveillance, exploitation, and 
influence activities, AI enables persistent activity with 
fewer indicators and shorter warning cycles. PRC 
actors can now act earlier, move faster, and hide more 
effectively. This accelerates campaign tempo, shrinks 
defenders’ decision windows, and complicates 
attribution. These cumulative advantages make it 
increasingly difficult for the US and allies to coordinate 
responses, act decisively, and manage escalation 
effectively.
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e A large language model (LLM) is a type of artificial intelligence trained on extensive datasets that include both natural and 
programming languages; in cybersecurity, LLMs can support tasks such as phishing content generation, malware debugging, 
and vulnerability analysis by interpreting or generating human-readable and machine-readable text."

Overcoming Roadblocks to 
Intelligence Research and Analysis
The PRC’s intelligence services are applying AI to 
overcome longstanding constraints in multilingual 
analysis, data triage, and real-time monitoring. These 
capabilities allow operators to more efficiently process 
open-source and stolen datasets, correlate multi-
source surveillance streams, and extract insights from 
large unstructured data lakes. PRC analysts have 
publicly acknowledged that AI may help overcome 
deficits in foreign language and cultural expertise, long 
seen as a constraint on intelligence and influence 
operations.64 AI integration appears aimed at 
improving elite surveillance, geopolitical risk sensing, 
and intelligence-driven targeting across both human 
and technical domains.

•	 Multi-source surveillance correlation: The PRC's 
reported use of AI to rapidly correlate surveillance 
data streams likely marks a pivotal shift in its 
ability to integrate and act on intelligence at scale. 
The MSS reportedly uses AI tools to generate 
near-instantaneous digital dossiers that fuse 
surveillance footage, cellphone metadata, license 
plate recognition, transaction logs, and travel 
records.65 These outputs likely support individual 
monitoring, operational targeting, and rapid risk 
profiling for internal security and foreign 
counterintelligence missions.  By accelerating the 
fusion of multi-source surveillance, AI enables 
faster, more tailored responses to perceived 
threats, reducing latency in decision-making and 
tightening the loop between data collection and 
action.

•	 Social media monitoring and sentiment analysis:  
According to a 2025 OpenAI report, a PRC-based 
network dubbed “Peer Review” used large 
language modelse (LLM) to translate protest-
related content, analyze English-language 
screenshots, and debug code for a proposed 
AI-powered social media monitoring tool. In 
promotional materials refined using ChatGPT, the 
operators described the system, called the 
“Qianyue Overseas Public Opinion AI Assistant,” as 
capable of ingesting content from platforms such 
as X, Telegram, and Reddit to identify overseas 
discussions about PRC political topics. These 
materials also claimed that the resulting insights 
had been passed along to PRC embassies and 
intelligence agents monitoring protests abroad.66

•	 Exploitation of large-scale breach data: In the 
2010s, PRC data theft operations systematically 
collected large, consistently structured data like 
security clearance paperwork, travel records, and 
credit reports. More recently, by contrast, PRC 
threat actors, accelerated by the nationalized 
zero-day vulnerability pipeline, have increasingly 
conducted smash-and-grab intrusions that yield 
massive, unstructured, and multilingual datasets.67 
This transition is likely driven by AI tools, which 
enhance their ability to extract actionable 
intelligence from such disparate unstructured data 
pools — especially inboxes, document archives, 
and communications seized from foreign defense, 
diplomatic, and political institutions. 

•	 Automation of technical reconnaissance: Groups 
like SweetSpecter and Charcoal Typhoon have 
reportedly used LLMs to automate portions of 
vulnerability analysis, malware debugging, and 
phishing content generation.68 This reduces 
manual workload and likely accelerates cycles of 
reconnaissance, exploit development, and 
operational adaptation.

•	 Translation and technical content exploitation: 
AI-enabled translation platforms are used to 
accelerate exploitation of non-Chinese-language 
technical materials, including cybersecurity 
reports, academic papers, and technical 
documentation. Operators such as Salmon 
Typhoon have leveraged these capabilities to 
assess foreign tools, vulnerabilities, and methods 
relevant to PRC cyber operations and defense 
planning.69
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Scaling, Accelerating, and Tailoring 
Influence Operations
The People’s Liberation Army (PLA) sees AI as central 
to its vision of cognitive warfare and information 
dominance.70 PLA doctrine describes AI as essential to 
shaping adversary decision-making, degrading social 
cohesion, and asserting “discourse power” abroad.71   
AI-enabled information operations are framed as tools 
to influence both wartime and peacetime strategic 
competition, used to manipulate public perception, 
destabilize adversaries, and expand Beijing’s narrative 
control over contested geopolitical issues.72

PRC actors are using AI-generated content to 
overcome structural barriers that have long 
constrained Beijing’s reach in foreign information 
environments. Content generation models drastically 
reduce the labor cost of producing large volumes of 
narrative-aligned material while enabling automated 
variation that helps evade platform detection systems. 
PLA-affiliated writings emphasize that AI tools help 
compensate for organizational weaknesses in scaling 
foreign-language production and using cultural 
nuance, professed longstanding deficiencies in PRC 
influence efforts.73 74 AI enables influence operations to 
deploy at a speed, volume, and contextual precision 
that would previously have required significant time or 
human capital investment, narrowing the defensive 
margin that once came from Beijing’s reliance on 
limited skilled personnel.

•	 In late 2024, a PRC-originating actor, likely 
Spamouflage, used ChatGPT to generate anti-U.S. 
articles in Spanish, which were then published in 
mainstream Latin American media outlets. OpenAI 
identified this campaign as the first confirmed use 
of its tools to plant AI-generated content in 
traditional media.75

AI is enabling PRC influence networks to scale 
operations, target audiences more precisely, and 
reduce their reliance on manual oversight. Large 
language models are being used to analyze foreign 
social media environments, profile audiences, and 
tailor content to local contexts, amplifying polarization 
and deepening mistrust. PLA researchers envision 
real-time, adaptive campaigns powered by 
autonomous bots and generative models.76 77 Field 
activity suggests this vision is already being tested, 
with early deployments showing signs of automated 
engagement and comment generation, though prompt 
artifacts reveal lingering operational limitations. 

•	 A 2025 Google report found that PRC-linked 
actors, including Dragonbridge, were using 
generative AI to refine the framing, tone, and 
timing of social media posts, particularly in 
Australia and the United States.78  The use of 
models like Gemini reportedly enabled fine-tuned 
messaging toward diaspora populations and other 
local audiences.

•	 In 2024, social media accounts tied to the Green 
Cicada network, which has suspected PLA 
connections, repeatedly posted content that 
included prompt artifacts such as “As an AI 
language model…” or “Here is a possible comment 
in English mimicking the provided Tweet.”79 These 
errors suggest testing of AI-generated comment 
automation that lacked proper prompt filtering or 
post-processing safeguards.

•	 PRC investments in domestic-facing AI systems, 
like the “AI Rumor Crusher,” also highlight the 
regime’s technical ambition in real-time narrative 
adjudication and dissemination tracing.80  
Developed by the Cyberspace Administration of 
China (CAC) and praised in PLA writings, the 
system uses natural language processing (NLP) 
and reinforcement learningf to identify rumors, 
assess source credibility, and infer motivation, 
demonstrating capabilities that could be extended 
or adapted for external-facing operations.

Synthetic media, including AI-generated video and 
audio, is also being incorporated to enhance the 
emotional impact, deniability, and realism of PRC 
online influence efforts. These techniques enable the 
creation of fabricated personas, forged endorsements, 
and falsified reporting that can mislead audiences and 
erode trust in authentic voices.

•	 Since at least 2023, the Spamouflage network has 
used AI-generated avatars posing as news 
anchors in English-language videos that deliver 
pro-Beijing messages.81

•	 In January 2024, Dragonbridge used AI-generated 
audio to fabricate a political endorsement from 
former Taiwanese presidential candidate Terry 
Guo, timed to coincide with Taiwan’s national 
election day, likely to sow confusion or shift 
last-minute voter sentiment.82
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Overcoming AI Bottlenecks
Beijing is using cyber operations to mitigate 
structural bottlenecks in its pursuit of global AI 
leadership. Despite whole-of-state efforts—including 
industrial policy, talent recruitment, and illicit 
procurement—the PRC faces persistent obstacles to 
acquiring the intellectual property, talent, and 
hardware required for AI dominance.83 Cyber-enabled 
theft offers a strategic workaround where legal and 
commercial pathways fall short, targeting current-
generation systems as well as the research 
foundations and personnel pipelines needed to sustain 
long-term technological independence. These 
operations may help close short-term gaps, but they 
cannot fully offset deeper structural limitations.

•	 The PRC faces persistent challenges in acquiring 
the intellectual property and human capital 
necessary for cutting-edge AI development. A 
2018 multi-country study found that PRC computer 
science graduates, even from top institutions, 
underperformed their U.S. counterparts on 
standardized AI competency assessments, 
highlighting a persistent talent gap despite large 
investment in STEM education.84 

•	 PRC-affiliated cyber actors have targeted foreign 
AI research institutions and tech companies for 
intellectual property theft. Groups such as UNK_
SweetSpecter have focused on extracting 
proprietary algorithms, model architectures, and 
training datasets, likely aiming to reverse-engineer 
or replicate high-performance AI systems 
developed abroad.85 86 

The PRC’s reliance on foreign semiconductor supply 
chains has made advanced chip fabrication a top-tier 
cyber espionage priority. High-performance 
semiconductors are critical to training and running 
modern AI systems. U.S.-led export controls have 
denied the PRC access to the most advanced chips 
and chipmaking tools, especially extreme ultraviolet 
(EUV) lithography.87 In response, PRC cyber operators 
have attempted to compromise firms positioned at key 
nodes in the global semiconductor ecosystem. While 
cyber operations have primarily focused on front-end 
design and fabrication firms, assembly, test, and 
packaging (ATP) processes represent a structurally 
vulnerable point in the supply chain, with heavy 
concentration in the PRC and Taiwan and close 
integration with the upstream design and fabrication 
processes.88

•	 U.S. and allied export restrictions have sharply 
constrained the PRC’s access to advanced chips. 
These restrictions include prohibitions on the sale 
of EUV lithography equipment from Dutch firm 
ASML and high-end GPUs from U.S. firms, 
components essential for fabricating or operating 
large-scale AI models.

•	 Beijing has responded with cyber intrusions linked 
to groups like Chimera, APT41, and APT17 
targeting semiconductor firms in countries like 
Taiwan, South Korea, and the Netherlands.89 These 
efforts complement PRC-linked insider threat and 
talent poaching efforts.90

•	 Despite these efforts, the PRC remains highly 
dependent on imported high-performance chips. 
After a pandemic-era dip driven by inventory 
corrections, the PRC’s semiconductor imports 
rebounded to pre-2020 levels by 2024, 
underscoring the continued gap between 
domestic capacity and demand.91 92
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Contesting Attribution 
Preserves Escalation Control
Beijing sees attribution as strategic terrain. Public 
attribution establishes responsibility, signals 
awareness to both the responsible government and 
external audiences, and frames the political conditions 
for potential diplomatic, legal, or military responses. 
PRC strategists view this as foreign coercion—a tool to 
impose norms, undermine legitimacy, and restrict PRC 
policy options.93

This perspective shapes both the PRC’s operational 
tradecraft and its information strategy. Beijing 
leverages criminal proxies, generic toolsets, and 
obfuscated infrastructure to frustrate forensic 
attribution, while orchestrating state and private-
sector disclosures to simulate attribution consensus 
and reinforce counter-narratives. These performative 
efforts mimic the U.S. name-and-shame modelg but 
substitute curated, limited, and sometimes likely 
fabricated material for verifiable evidence. The aim is 
likely to shape perceptions and secure a political 
advantage by undermining the credibility of foreign 
attribution and fracturing collective response.

Control over attribution narratives enhances Beijing’s 
ability to shape escalation dynamics.h In a private 
December 2024 diplomatic exchange, a senior PRC 
official reportedly suggested that Volt Typhoon 
intrusions in U.S. critical infrastructure were linked to 
rising American support for Taiwan—an unusual 
departure from Beijing’s usual denials.94 Rather than 
fully acknowledging responsibility, the PRC used 
carefully ambiguous language to imply escalation risk 
while preserving deniability. This selective posture 
shift demonstrated how attribution narratives can 
serve as tools of coercive signaling. By maintaining 
ambiguity, Beijing preserves flexibility to escalate, test 
boundaries, or disengage while reducing the risk of 
decisive retaliation—using attribution control to shape 
both perception and escalation dynamics..

This dynamic reduces U.S. ability to respond with 
speed, clarity, and alignment. Contested attribution 
causes allied hesitation, blurs legal thresholds, and 
fragments collective action. Deterrence also weakens: 
if Beijing’s role is too ambiguous, its threats lose 
weight; if it is too clear, it risks triggering costs it 
prefers to avoid. Strategic ambiguity lets Beijing 
navigate this space on its terms. By shaping 
attribution, Beijing shapes perception, pace, and 
consequence. It chooses when pressure is applied, 
when escalation is threatened, and when to retreat. By 
shaping attribution narratives, Beijing shapes initiative 
in competition and constrains U.S. freedom to act.

Blurred Lines Between Criminal and 
State Groups
The PRC relies on a dense ecosystem of domestic 
contractors and tolerated cybercriminals that fuse 
state direction with illicit activity. These actors 
perform espionage, disruption, and monetization side 
by side, often supporting government tasking while 
pursuing private gain. By embedding intelligence 
activity within criminal tradecraft and infrastructure, 
PRC entities complicate attribution, expand 
operational flexibility, and preserve deniability.95 This 
approach echoes Beijing’s pattern of opportunistically 
leveraging organized crime outside the mainlandi to 
advance state goals, such as attacking pro-democracy 
protesters in Hong Kong and harassing independence 
supporters in Taiwan.96 97 98  

g “Name and shame” refers to a tactic in which a government publicly attributes cyber operations to state sponsors and 
sometimes to specific individuals like government personnel or contractors. While often framed as an enforcement measure 
aimed at imposing reputational costs to deter malicious cyber activity, its effectiveness in compelling behavioral change is 
widely debated. Instead, these attributions often serve broader strategic functions, including signaling deterrence, justifying 
legal actions, rallying allied support for sanctions, and shaping international norms around acceptable state behavior in 
cyberspace.

h The PLA’s doctrinal concept of escalation management is “effective control” (有效控制, yǒ�uxiào kòngzhì), which emphasizes 
managing the intensity, timing, and scope of military operations to achieve political objectives while avoiding unintended 
escalation. For a deeper discussion of significance of the PLA’s escalation and crisis management doctrine refer to  
https://asiasociety.org/policy-institute chinas-views-escalation-and-crisis-management-and-implications-united-states.

i “Mainland China” refers to PRC-claimed territories that are neither special administrative regions (Hong Kong, Macau) or nor 
Taiwan. Crucially, these areas are outside the full administrative control of the PRC government.
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•	 Since at least the early 2010s, APT41j has operated 
as both a state-linked espionage contractor and a 
financially motivated criminal group, often 
performing state-aligned operations during work 
hours while engaging in profit-driven campaigns in 
parallel.99 APT41 has fused espionage and criminal 
gain within the same campaigns, such as stealing 
code-signing certificates from video game firms 
for operational use while also exploiting those 
firms’ in-game currencies for profit.100

•	 A 2024 leak of internal files from contractor i-Soon 
exposed how it supported PRC government clients 
through on-demand offensive operations, data 
sales, and surveillance operations.101 Low pay, lax 
oversight, and fierce competition pushed the firm 
into illicit activity, including bribery, collusion, and 
coordination with criminal networks. The 
government appeared to tolerate these practices 
so long as political loyalty was maintained and 
tasking was fulfilled.

Beijing’s tolerance and likely quiet cultivation of 
foreign criminal networks strengthens its ability to 
project influence through unofficial channels while 
shielding state organs from exposure. In both 
cyberspace and the physical world, PRC-linked actors 
appear to benefit from the infrastructure, tradecraft, 
ingenuity, and deniability that criminal intermediaries 
provide. Ethnic-Chinese mafias in Europe and 
Southeast Asia have facilitated surveillance, 
repression, and political interference aligned with 
Beijing’s interests, while also sustaining illicit finance 
and logistics pipelines that state-linked cyber 
operators can quietly repurpose.102 103 104 Beyond 
tactical support, they enable scalable access to global 
infrastructure, coercive leverage over diaspora 
communities, and informal pathways to disrupt 
adversaries’ supply chains and information 
environments. The result is a model in which 
transnational organized crime serves as a durable gray 
zone ecosystem advancing Beijing’s strategic 
objectives with limited attribution risk.

•	 Around 2023, PRC actors reportedly acquired 
inauthentic social media personas from Southeast 
Asia-based criminal networks to rebuild covert 
influence infrastructure.105 These accounts were 
used to amplify divisive narratives in Australia, 
targeting domestic critics of the PRC and 
spreading falsified content on politically sensitive 
topics. Messaging included attacks on 
researchers, companies, and institutions viewed as 
hostile to Beijing’s interests.106 

•	 Since June 2022, Russia-based cyber extortion 
group BianLiank has targeted Australian critical 
infrastructure, professional services, and property 
sectors, alongside U.S. critical infrastructure in 
multiple sectors.107 In March 2024, it breached 
Northern Minerals, an Australian rare earths firml  
developing PRC-alternative supply chains, and 
leaked sensitive data days before Canberra 
ordered PRC-linked divestment.108 109 The timing 
raises questions about whether Beijing may be 
indirectly leveraging Russia-based criminal groups 
to track or disrupt decoupling efforts, in addition to 
its own domestic criminals.

PRC state-aligned operators have employed tactics 
resembling financially motivated cybercrime in 
operations involving espionage, disruption, and 
possible coercive signaling. Criminal tradecraft offers 
operational advantages: it enables scale without 
bespoke infrastructure, lowers the technical barrier to 
deployment, and cloaks state operations in ambiguity 
that can frustrate attribution. These qualities make it 
well-suited to shaping adversary behavior in politically 
sensitive contexts while reducing the risk of direct 
attribution or escalation.

•	 In 2020, APT41 deployed wiper malware disguised 
as ransomware against Taiwanese semiconductor 
and chemical firms in the immediate lead-up to 
President Tsai Ing-wen second inauguration.110 The 
campaign likely served a coercive signaling 
function while leveraging criminal tradecraft to 
deflect attribution.

j For more information about APT41, see the discussion of “Chengdu-based individuals” in Booz Allen’s report  
Same Cloak, More Dagger, p. 41-43.

k BianLian is a cybercriminal group that, according to CISA, is “likely based in Russia, with Russia-based affiliates.” Its name 
refers to a Chinese opera technique called “face-changing.” (Source: https://cisa.gov/news-events/alerts/2024/11/20/
cisa-and-partners-release-update-bianlian-ransomware-cybersecurity-advisory)

lFor more information about PRC cyber operations targeting the global rare earths industry, consult Booz Allen report’s How to 
Succeed at Annexation Without Really Fighting, p. 25-26. It details PRC efforts in Canada, Australia, Japan, and Brazil for more 
than a decade to retain Beijing’s potent geopolitical lever, stemming from its dominance in rare earths extraction and 
processing.
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•	 In November 2022, a ransomware attack crippled 
digital systems at India’s All India Institute of 
Medical Sciences, disrupting care and exposing 
sensitive data.111 Security firms attributed the 
incident to the ChamelGang, a PRC espionage 
groupm that often deploys ransomware.112 113 Indian 
officials confirmed the intrusion originated from 
PRC-based infrastructure, without assessing 
attribution.114 The attack occurred during a period 
of elevated India-PRC tensions following clashes 
along their disputed border. Other Beijing groups 
targeted and possibly disrupted Indian critical 
infrastructure during this tense period.n

•	 Also in late 2022, a ransomware attack linked to 
ChamelGang targeted the office of the Brazilian 
president, disrupting operations and encrypting 
sensitive data.115 The operation occurred as 
diplomatic tensions between Brazil and the PRC 
were elevated, with Beijing’s officials publicly 
criticizing President Jair Bolsonaro’s rhetoric and 
withholding key economic engagements.116 The 
timing suggests the attack may have served as a 
form of coercive pressure during a period of 
fraying bilateral ties.

•	 In 2024, APT41 launched a global phishing 
campaign that used traditional cybercriminal 
delivery tactics to pursue likely state-directed 
espionage objectives. The operation relied on 
mass-distributed lures impersonating tax 
authorities and leveraged public infrastructure, 
reflecting tradecraft more often seen in financially 
motivated campaigns. The targeting concentrated 
on sectors of long-standing intelligence interest to 
Beijing, including aerospace, insurance, chemicals, 
and manufacturing, suggesting a strategic 
espionage intent.117

m ChamelGang is a globally active PRC-aligned threat group. TeamT5, a security firm whose threat landscape awareness is 
highest in its headquartered-country Taiwan, observed that half of ChamelGang’s known operations target governments and 
almost one-tenth target think tanks, which are more typically espionage than for-profit adversary targets. TeamT5 assesses 
that ChamelGang uses ransomware to “cover its tracks,” rather than financially enrich itself. (Source: https://www.youtube.com/
watch?v=ybWzRDGgpvw)

n For more information about the PRC’s cyber-enabled pressure against Indian critical infrastructure related to the border 
conflict, consult Booz Allen’s report Same Cloak, More Dagger. It examines a series of PRC-linked intrusions at Indian power 
grid operators between 2020 and 2022 that plausibly caused a power outage in Mumbai, as well as other activity at ports, a 
logistics provider, and the country’s national emergency response system.

23

https://www.boozallen.com/insights/cyber/chinas-cyberattack-strategy-explained.html


Copyright © 2025 Booz Allen Hamilton Inc.

Increasingly Specific Counterclaims to 
Neutralize Foreign Allegations
Beijing is seeking to degrade the credibility of cyber 
attribution as a basis for coordinated diplomatic 
response. Faced with growing multilateral alignment 
around technical evidence, the PRC has shifted from 
blanket denials to more targeted efforts to undermine 
the legitimacy of specific attribution claims. PRC 
officials now routinely frame foreign allegations as 
technically flawed and politically motivated, reinforcing 
a strategic narrative of victimhood and bias.118 This 
approach allows Beijing to delay or defuse international 
responses without needing to disprove claims directly.

•	 In response to the 2021 joint U.S.-European Union 
(E.U.) attribution of the Microsoft Exchange 
breaches to PRC-linked actors, publicly tracked as 
Silk Typhoon,119  Beijing claimed the accusations 
were “fabricated out of thin air” and lacked a 
“complete chain of evidence.”120  

•	 Following 2024 U.S. indictments of APT31 
operators, a PRC spokesperson dismissed the 
case as based on “inadequate” British evidence 
that lacked “professionalism.”121  

•	 In a 2024 joint advisory naming APT40, the Five 
Eyes, Germany, Japan, and South Korea reiterated 
links between the group and The PRC's Ministry of 
State Security (MSS). Beijing denied the 
allegations and questioned the technical basis of 
the findings.122 

The PRC is institutionalizing counter-narratives by 
embedding them in state-linked threat reporting and 
media cycles. Since 2022,123 PRC authorities and 
affiliated cybersecurity firms have increasingly 
released technical reports alleging U.S. cyber 
intrusions.124 125 126 127 These publications are structured 
to mimic industry threat intelligence but often lack 
original findings or verifiable sourcing. By presenting 
these reports as neutral analysis and then amplifying 
them through state media and official spokespersons, 
Beijing seeks to add credibility to its narrative that the 
PRC is a cyber victim and cast foreign attribution 
efforts as hypocritical and politically motivated. These 
technical allegations complement Beijing’s well-worn 
boilerplate dismissal of attribution accusations. 

•	 Beijing has long dismissed foreign accusations as 
“groundless” and politically motivated, insisting 
that the PRC “firmly opposes and combats all kinds 
of cyberattacks.”128 129 Officials frequently invoke 
the Chinese idiom of a “thief crying stop thief”130 to 
suggest that others engage in the very behavior 
they accuse the PRC of.131 132   

•	 In 2022, the PRC Foreign Ministry recycled 
decade-old allegations of intrusions in the country 
by U.S. operators as novel evidence of 
misconduct.133 134   

•	 In October 2024, a PRC-affiliated cyber report 
recast previously attributed PRC state-linked 
offensive prepositioning group Volt Typhoon as an 
“international ransomware operation,”135 
contesting U.S. claims of state sponsorship136 and 
exploiting narratives about PRC use of 
cybercriminal proxies.

Beijing is coordinating state and private-sector 
disclosures to simulate attribution consensus and 
reinforce counter-narratives. This tactic mimics U.S. 
name-and-shame model but substitutes curated or 
potentially manipulated material for verifiable 
intelligence. The aim is to fabricate an appearance of 
independent validation and bolster Beijing’s credibility, 
particularly when pushing counterclaims involving 
Taiwan or the United States. Increasingly, these 
disclosures rely on false equivalence; they cast  
intelligence collection against traditionally legitimate 
targets as comparable to the PRC’s own prepositioning 
to disrupt civilian infrastructure. The strategy exploits 
ambiguity to blur the lines between espionage and 
laying the groundwork for sabotage, hoping to erode 
support for coordinated diplomatic responses.

•	 In 2022, PRC media engaged in what appeared to 
be disclosure theater, portraying normatively 
acceptable and acknowledged U.S. intelligence 
activity as major revelations. In 2022, they named a 
senior U.S. cyber operator, as if revealing a covert 
actor,137 despite the intelligence community having 
long widely acknowledged this individual’s former 
affiliation.138 139 In 2023, outlets reported on alleged 
U.S. government phishing of a PRC universityp 140 
but declined to include the context that the 
institution is a core national defense research hub, 
a typically uncontroversial collections target.141  

pThe alleged victim, Northwestern Polytechnical University, is one of the PRC’s top public military research universities (a.k.a., 
the “Seven Sons of National Defense”) and describes itself as “devoted to improving and serving the national defence science 
(sic) and technology industry.” (Source: https://unitracker.aspi.org.au/universities/northwestern-polytechnical-university/)
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•	 In 2022, the Dragonbridge influence campaignq  
appeared to troll U.S. cyber attribution by 
promoting absurd claims that APT41 was a U.S. 
government-linked threat actor—an apparent 
attempt to demonstrate how easily attribution 
narratives can be fabricated.142 It amplified these 
claims by crudely and transparently plagiarizing, 
altering, and mischaracterizing Mandiant threat 
reports and news coverage. It also created Twitter 
accounts that impersonated the counter-PRC 
attribution persona Intrusion Truth,r and deployed 
additional accounts to directly challenge Intrusion 
Truth’s posts. The campaign likely sought to 
delegitimize attribution efforts by undermining 
trust in the attribution process through brazen, 
performative fabrications.

•	 In March 2025, the MSS publicly named four 
Taiwanese cyber operators linked to Taiwan’s 
Information, Communications, and Electronic 
Force Command (ICEFCOM), accusing them of 
targeting PRC critical infrastructure and posing as 
the hacktivist persona “Anonymous 64.”143 144  The 
announcement coincided with near-simultaneous 
publications by four PRC cybersecurity firms 
detailing related Taiwan-linked activity.145 146 147 
Booz Allen analysts note that some of the photos 
released by the MSS as evidence bore signs of 
possible AI generation, raising questions about 
fabrication and the authenticity of supporting 
material.

•	 In April 2025, the PRC’s Cyberspace Security 
Association alleged that U.S. intelligence agencies 
had compromised a major PRC commercial 
encryption provider. The report, citing CNCERT 
analysis, claimed attackers had stolen source code 
and customer data tied to PRC government 
entities. PRC state-run newspaper the Global 
Times framed the operation as an attack on 
“critical infrastructure,” quoting state-linked 
experts warning of potential supply chain 
backdoors and encryption degradation.148 The 
narrative amplified increasingly frequent PRC 
claims that U.S. cyber operations target national 
infrastructure, while implicitly brazenly equating 
espionage against a government-connected 
encryption firm with PRC prepositioning in 
hospitals, ports, and power grids.

•	 In April 2025, the Harbin Public Security Bureau 
publicly named three alleged U.S. government 
cyber operators, accusing them of conducting 
“cyberattacks” on the 2025 Asian Winter Games, 
as well as energy, telecommunications, water, and 
defense-related academic institutions in 
Heilongjiang Province.149 Concurrently, the 
National Computer Emergency Virus Response 
Center150  and a private security firm151  released 
reports on this alleged operation and other related 
activity. Collectively, the PRC’s claims—presented 
with minimal technical substantiation—appeared 
to narratively “throw the kitchen sink” at the U.S.: 
alleging attempted disruption of the Games, 
espionage against athletes and defense 
institutions, targeting of critical infrastructure, 
exploitation of Windows backdoors, and publicly 
naming individual U.S. government operators. The 
PRC Foreign Ministry concurrently issued a call for 
the U.S. to “adopt a responsible attitude to 
cybersecurity” and “cease its groundless smears 
and accusations.”152  

q Mandiant uses the term “influence campaign” to collectively refer multiple instances of related information operations 
constituting a concerted effort often over an extended period. In this case, Dragonbridge is a “campaign,” whereas the entity or 
individuals conducting the campaign would be an “actor” in its nomenclature. (Source: https://cloud.google.com/blog/topics/
threat-intelligence/understand-action-intelligence-information-operations)

r Intrusion Truth is a pseudonymous persona that exposes the human and organizational side of PRC-linked cyber espionage 
groups via detailed blog posts. Its disclosures are highly reputable, frequently validated by later U.S. Department of Justice 
indictments of the same individuals and organizations.
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Undermining U.S. Agility and 
Escalation Control in East Asia
The PRC's eastern strategic periphery is a front line 
defined by technological dependencies, maritime 
disputes, and entrenched U.S. security relationships. 
These factors limit Beijing's ability to shape the 
regional order on its terms. In Taiwan, the South China 
Sea, and Japan, these pressures are acute: resilient 
democratic systems, hardened infrastructure, and 
increasingly coordinated alignment with the United 
States. Rather than accepting these limits, Beijing is 
contesting them—sometimes covertly, sometimes 
overtly, and always persistently. Cyber and information 
operations are its principal tools, avoiding direct 
confrontation while enabling access to infrastructure, 
influence over political ecosystems, access to 
intellectual property, and erosion of adversary 
cohesion.

Across the region, Beijing is using cyber and 
information operations to reduce the capacity of 
U.S.-aligned countries to respond quickly or cohesively 
to strategic pressure. In Taiwan, this includes efforts to 
degrade public resistance to unification and to 
preposition technical access for infrastructure 
disruption. In the Philippines and Vietnam, campaigns 
focus on mapping enforcement posture and shaping 
elite behavior around maritime disputes. In Japan, 
operations target the country’s high-value technology 
sector and networks relevant to alliance coordination 
and defense logistics. These activities form a 
deliberate strategy of environmental shaping, 
designed to exploit peacetime access, strain political 
alignment, and build leverage for use in future regional 
conflicts.

Arenas
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s The Democratic Progressive Party (DPP) is a major political party in Taiwan that promotes a distinct Taiwanese identity and 
affirms Taiwan’s de facto sovereignty, opposing political unification with the PRC while avoiding a formal declaration of indepen-
dence. The DPP has won Taiwan’s presidency in three consecutive elections (2016, 2020, and 2024), though it lost its legislative 
majority in the 2024 election after holding it for two terms. 

Taiwan
PRC-linked influence operations during Taiwan’s 
2024 presidential election sought to undermine 
democratic legitimacy, discredit pro-sovereignty 
candidates, and distort perceptions of public 
sentiment. Messaging disproportionately targeted the 
Democratic Progressive Party (DPP)s and its candidate 
Lai Ching-te, portraying them as destabilizing U.S. 
proxies while amplifying pro-unification themes. The 
efforts’ multi-pronged approach—combining 
AI-generated content, identity-based fearmongering, 
falsified polling data, and state-directed propaganda—
reveals a political warfare strategy that leverages 
varied, scalable, and deniable tools to weaken Beijing’s 
political opponents.

•	 In 2023–2024, Taiwanese authorities and civil 
society groups documented a wave of 
AI-generated content aimed at influencing the 
presidential election, much of it aligned with PRC 
strategic objectives. Fabricated content included 
deepfake videos and synthetic audio 
impersonating both current DPP leaders and 
opposition candidates (e.g., a fake audio clip of TPP 
candidate Ko Wen-je attacking the DPP), and 
AI-generated videos accusing DPP figures of 
corruption.153 The Australian Strategic Policy 
Institute (ASPI) attributed several of these 
operations to PRC-linked networks, including 
Spamouflage, which used AI avatars, fake 
documents, and coordinated posts across 
platforms like TikTok, Douyin, and Facebook to 
discredit pro-independence candidates.154   

•	 In the lead-up to Taiwan’s January 2024 election, 
PRC government contractor i-Soon launched an 
influence campaign aimed at inflaming domestic 
unrest and disrupting Taiwan–India relations.156 157    

The operation stoked xenophobic fears that a real 
pending labor agreement by the DPP 
government158  would bring 100,000 Indian migrant 
workers to Taiwan and create public safety risks for 
women.159  I-Soon operators seeded the narrative 
on local forums and amplified it across major 
social media channels, exploiting xenophobic 
tropes and anti-immigrant sentiment.

•	 PRC-linked state media orchestrated a 
coordinated influence campaign targeting 
Taiwanese voters on platforms such as Facebook 
and YouTube.160 Messaging disproportionately 
attacked Lai Ching-te (portraying him as a U.S. 
puppet and likely to start a war) while 
simultaneously amplifying pro-unification 
narratives and apolitical cultural content to build 
audience rapport. PRC outlets also promoted 
fabricated stories, including claims of a U.S.-
directed bioweapons lab in Taiwan. The campaigns 
relied on paid ads and suspected click farms to 
inflate reach, exposing Taiwan’s continued struggle 
to regulate foreign political messaging.

•	 In late 2023, Taiwanese prosecutors uncovered a 
PRC-backed effort to fabricate and disseminate 
fake presidential polling data ahead of the 2024 
election.161 Under direction from a “Chinese agent,” 
local actors created falsified poll results and 
promoted them via messaging apps and online 
news platforms. 

•	 Consistent with an earlier predictive assessment 
by Booz Allen’s analysts,162 Taiwan’s intelligence 
community determined that younger people 
became the primary targets for PRC-linked 
influence operations in 2023, focusing on 
platforms and outlets predominantly used by this 
demographic.163

Beijing is systematically embedding cyber access 
across Taiwan’s civilian infrastructure, enabling 
pre-crisis coercion and the ability to accelerate 
disruption in a contingency. Activity since 2023 
reflects an apparent operational shift toward 
infrastructure prepositioning across sectors with both 
military and societal significance, including telecom, 
healthcare, and transit. PRC operators appear to be 
developing coercive leverage intended for 
sub-threshold signaling, cost imposition, and 
asymmetric escalation control. In the event of a hot 
conflict, the PRC would likely exploit some of this 
access for disruptive attacks, consistent with doctrine 
that emphasizes the erosion of adversary cohesion 
through early-stage information dominance.

27



Copyright © 2025 Booz Allen Hamilton Inc.Approved for Public Release. September 2025.

t The precise meaning of “cyberattacks” in the NSB’s figures is unclear. 

u Enterprise resource planning (ERP) systems are integrated software platforms used to manage core business functions, such 
as finance, supply chain, manufacturing, and human resources, through a centralized and trusted IT environment.

•	 Taiwan’s National Security Bureau (NSB) reported 
in 2024 that government agencies faced an 
average of 2.4 million “cyberattacks”t per day, 
nearly double the 2023 rate. Officials attributed the 
vast majority to PRC-linked actors, whose top 
targets were sectors likely to be immediately 
important in an armed conflict: 
telecommunications, transportation, and defense 
supply chain entities.164 The 650% surge in 
targeting of telecommunications dwarfed the 
upticks in all other sectors,165 consistent with PRC 
doctrinal emphasis on achieving information 
dominance in conflict.166

•	 In early 2025, a threat actor using the novel 
ransomware CrazyHunter launched a multi-sector 
campaign targeting entities across Taiwan. Victims 
included hospitals, a university, and firms involved 
in electronics, semiconductor components, and 
interior materials.167 168 The attacks included the 
exfiltration and strategic release of stolen data 
online, suggesting that it was a hack-and-leak 
effort aimed at eroding public trust in institutions, 
fueling social anxiety, and degrading critical 
infrastructure resilience.169 Taiwan’s law 
enforcement charged a PRC national employed at 
a “well known”170 PRC cybersecurity firm for his 
alleged involvement, making this the first case of 
Taipei using name-and-shame against the PRC.171 A 
public statement by Taiwan’s National Security 
Bureau appears to suggest that the PRC 
government was ultimately responsible for the 
operation.172 

•	 Since at least 2023 and likely continuing into 2025, 
PRC-linked threat cluster UAT-5918 has sought to 
achieve persistent access to critical infrastructure 
entities in Taiwan, including in the healthcare, 
telecommunications, and information technology 
sectors. The group exploited public-facing 
systems to establish long-term footholds and 
conducted extensive internal reconnaissance 
across victim networks. 

PRC cyber operators are intensifying efforts to 
compromise Taiwan’s advanced technology sector to 
erode its strategic autonomy and gain asymmetric 
advantage. Recent campaigns have focused on 
extracting defense-relevant research, monitoring 
innovation pipelines, and mapping industrial 
dependencies. Targeting of Taiwan’s semiconductor, 
aerospace, and research institutions aligns with 
Beijing’s long-term objectives: securing access to 
critical technologies, reducing reliance on foreign 
innovation, and weakening Taiwan’s role in regional 
supply chains and security networks. These operations 
underscore the enduring vulnerability of Taiwan’s 
high-value tech assets to persistent cyber intrusion, 
particularly given their strategic overlap with U.S. and 
allied defense-industrial priorities.

•	 In mid-2023, APT41 likely compromised an 
unspecified Taiwanese government-affiliated 
research institute, exfiltrating documents related 
to proprietary and sensitive computing 
technologies.173 

•	 Between late 2023 and early 2024, RedJuliett 
targeted at least 75 Taiwanese organizations, with 
particular emphasis on the technology sector.174  
Confirmed and likely targets included a 
semiconductor firm, two aerospace companies 
under military contract, eight electronics 
manufacturers, a technology-focused research 
institute, two technology universities, an industrial 
embedded systems company, and seven 
computing industry associations. These efforts 
aligned with Beijing’s strategic interest in Taiwan’s 
critical technology ecosystem, including supply 
chains tied to defense, electronics, and advanced 
manufacturing.

•	 In mid-2024, Tidrone targeted Taiwan’s military 
technology supply chains, focusing on drone 
manufacturers and the satellite industry, in a likely 
espionage campaign.175 The group operated in 
environments where a common enterprise 
resource planning (ERP) systemu was present, 
raising the possibility that a supply chain 
compromise served as the initial access vector.

•	 Between 2023 and early 2025, Lotus Blossom 
conducted cyber espionage operations against 
Taiwanese government agencies, 
telecommunications providers, manufacturers, 
and media organizations. Similar targets in Hong 
Kong, the Philippines, and Vietnam, also part of the 
PRC's strategic periphery, were affected as well.176 
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South China Sea
Beijing is using cyber and influence operations to 
weaken Philippine maritime resistance and constrain 
U.S.-aligned coordination in the South China Sea. 
Recent activity reflects a dual intent: to penetrate the 
institutions most relevant to sovereignty enforcement, 
and to shape perceptions about the legitimacy, 
capacity, and independence of those institutions. The 
focus on maritime enforcement infrastructure 
coincides with political inflection points and 
coordinated PRC state media messaging. This pattern 
suggests a strategic goal to degrade both domestic 
consensus and international partnerships that could 
challenge PRC maritime expansion. These activities 
reinforce a broader pattern of calibrated coercion that 
fuses digital intrusions with political messaging to 
erode alignment among regional claimants.

•	 Over five days in August 2023, Stately Taurus 
compromised Philippine government 
infrastructure as part of a cyber espionage 
campaign. The campaign coincided with a major 
maritime standoff between Manila and Beijing in 
the South China Sea:177 A high-profile confrontation 
at Second Thomas Shoal, in which Philippine 
supply boats breached a PRC coast guard 
blockade to reinforce a military outpost.178 The 
timing suggests the intrusions were intended to 
collect sensitive information on Philippine 
decision-making, deployments, or coordination 
with U.S. forces amid this escalating regional crisis.

•	 From early 2024 through June 2024, PRC 
operators, possibly linked to APT41, conducted a 
prolonged espionage campaign targeting multiple 
Philippine government entities, including the 
Philippine Department of Information and 
Communications Technology (DICT),179 the 
National Coast Watch Center, and hospital 
networks.180 Stolen materials included sensitive 
military documents, some related to the South 
China Sea dispute.

•	 During this same period, the Philippine Coast 
Guard was a persistent target of cyber operations, 
with attribution pointing to operators using 
PRC-based infrastructure.181 In January, Philippine 
officials reported intrusions affecting the Coast 
Guard’s website, the website of President Marcos 
Jr., and the National Coast Watch Center. In 
February, the Coast Guard’s official account on X 
(formerly Twitter) was compromised, followed by a 
March 29 hijacking of its official Facebook page, 
where unauthorized actors posted short-form 

propaganda videos before access was restored six 
days later. While limited to public-facing platforms, 
the operation likely aimed to influence perceptions 
of an agency central to Manila’s maritime 
enforcement posture.

•	 In July 2024, a deepfake video falsely portraying 
Philippine President Ferdinand Marcos Jr. as using 
illicit drugs was circulated online by an opposition-
aligned activist and later amplified by 
Spamouflage.182 The video was disseminated just 
hours before Marcos’s state of the nation address 
and appeared intended to inflame political 
divisions, particularly among supporters of former 
president Rodrigo Duterte. The operation 
coincided with a broader shift in Marcos’s posture 
toward a more assertive resistance to PRC 
activities in the South China Sea.

•	 The operations during this period prompted direct 
outreach by the government of the Philippines to 
foreign cybersecurity partners, including the U.S., 
Japan, Australia, and the UK. PRC state media and 
affiliated analysts rejected the attribution to the 
PRC as technically unsubstantiated, framing it as 
part of a U.S.-orchestrated “gray zone” cognitive 
warfare campaign intended to stir tensions and 
draw Manila closer to Washington.183  

PRC operations in Vietnam and the Philippines 
appear designed to maximize visibility into terrain, 
infrastructure, and national decision-making relevant 
to a South China Sea crisis. Activity since 2021 reflects 
a blend of cyber intrusion, physical reconnaissance, 
and human-enabled collection aimed at systems that 
would be central to civil and military mobilization 
during regional escalation. These campaigns likely 
serve overlapping purposes: long-term intelligence 
gathering, preparation for contingency operations, and 
monitoring of sectors that could influence regional 
alignment. While disruptive capability is not clearly 
demonstrated, the targets, which include air-gapped 
systems, critical infrastructure, and strategic terrain, 
suggest a posture oriented toward access, 
understanding, and creating options for Beijing.

•	 Between late 2021 and 2022, UNC4191 conducted 
a cyber espionage campaign using self-replicating 
malware designed to reach air-gapped systems via 
infected USB thumb drives.184 While victims were 
located globally, the campaign disproportionately 
affected systems physically located in the 
Philippines, suggesting a deliberate effort to 
extract intelligence or develop access from 
hardened sites in the country.
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•	 From 2021 to 2024, a PRC national operating under 
journalistic cover in Manila developed a human 
contact network across Philippine government, 
media, academia, and critical infrastructure 
sectors, including energy.185 Philippine intelligence 
identified the individual as an agent of the MSS and 
cited regular embassy contact, engagements with 
Huawei and Hikvision officials, and efforts to 
facilitate deeper integration of PRC technology into 
public institutions. 

•	 In early 2023, Earth Longzhi, a subgroup of APT41, 
targeted government, healthcare, manufacturing, 
and technology entities in the Philippines, Taiwan, 
Thailand, and Fiji.186 Additional decoy documents in 
Vietnamese and Indonesian point to possible 
targeting in those countries as well. While the 
group is known to blend espionage and financially 
motivated operations, the regional breadth and 
institutional targeting in this spearphishing 
campaign suggest a primary focus on strategic 
intelligence collection.

•	 In January 2025, Philippine authorities arrested a 
software engineer from the PRC and two Philippine 
nationals on espionage charges for conducting 
unauthorized intelligence, surveillance, and 
reconnaissance (ISR) operations targeting critical 
infrastructure across Luzon.187 The primary 
suspect, a graduate of the PLA University of 
Science and Technology, operated a vehicle 
outfitted with surveillance and remote-access 
technology to map terrain and strategic sites over 
the previous month. The operation was allegedly 
financed by a PRC-based coordinator, who 
arranged equipment acquisition and oversaw 
logistical support from abroad.
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Japan
PRC operators are targeting Japan’s advanced 
technology ecosystem to accelerate domestic 
innovation and reduce strategic dependency. A 
growing share of PRC cyber espionage against Japan 
focuses on industrial, materials, and energy sectors 
central to next-generation technological development. 
The targeting is tightly aligned with Beijing’s dual 
priorities of strategic self-sufficiency and economic 
competitiveness. These operations appear designed 
to steal proprietary knowledge from Japan’s 
technology research and high-value manufacturing 
ecosystems, particularly in areas like semiconductors, 
aerospace, and telecommunications.

•	 From 2019 through at least mid-2024, MirrorFace 
conducted over 200 cyber espionage operations 
targeting diverse Japanese entities.188 189 190       
Starting around 2023, the group expanded its 
operations beyond earlier political and media 
targets to manufacturing and research 
institutions.191 The new targets included research 
institutions and private firms in strategic sectors 
including semiconductors, aerospace, 
telecommunications, and advanced 
manufacturing.192 Japanese authorities assessed 
the activity as a state-directed campaign linked to 
the MSS, intended to collect intelligence related to 
national security and advanced technologies.

•	 In early 2024, APT41 conducted an espionage 
campaign targeting Japanese manufacturing, 
materials, and energy firms.193 The adversary 
abused shared access credentials used by third-
party maintenance providers to pivot into multiple 
organizations.

PRC cyber operators appear to be embedding in 
Japanese critical infrastructure to support 
contingency operations in the event of regional 
crises. Recent campaigns have emphasized long-term 
access to energy, telecommunications, and defense-
adjacent sectors, networks that would be critical in a 
conflict or crisis. While some access may support 
espionage or early warning, the tradecraft and 
targeting suggest an intent to prepare for disruption, 
impose friction, and hold key systems at risk during 
escalation.

•	 In 2023, BlackTech compromised edge routers at 
overseas subsidiaries of Japanese and U.S. firms 
and then exploited trusted network relationships 
to pivot into parent company networks.194 The joint 
U.S.-Japan alert on this activity noted that the 
group has historically targeted government, 
industrial, technology, media, electronics, and 
telecommunications organizations and drew 
attention to its targeting of entities supporting the 
U.S. and Japanese militaries.

•	 Since at least 2023, PRC-linked actors, using what 
JPCERT called “Volt Typhoon-like” tactics, have 
sought persistent access to Japanese energy, 
transportation, water, telecommunications, and 
defense-related research sectors.195 JPCERT 
assessed that the objective was to establish 
access for potential future disruption during crises, 
rather than immediate data theft or espionage. The 
activity is tracked as Operation Blotless, likely 
referring to the group’s use of living off the land 
techniques, which JPCERT noted was similar to 
Volt Typhoon.196 
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PRC cyber operators are surveilling Japanese 
national security and foreign policy institutions, likely 
to inform assessments of Tokyo’s strategic alignment 
and alliance behavior. Campaigns since 2022 have 
included access operations against Cabinet-level 
cybersecurity bodies, political think tanks, and media 
platforms, suggesting an effort to collect insight into 
Japan’s evolving role in Indo-Pacific security. While 
some targets may also serve broader intelligence 
priorities, the tradecraft and timing point to a focused 
interest in alliance coordination, policy formulation, 
and elite decision-making.

•	 Starting around June 2024 and continuing through 
at least October 2024, Earth Kasha, which is part 
of APT10, conducted a spear-phishing campaign 
targeting individuals in Japan associated with 
political organizations, think tanks, and 
international affairs institutions.197 The lures 
referenced topics such as interview requests, 
U.S.-China relations, and directories of government 
agencies, suggesting a focus on Japan’s national 
security and foreign policy posture.

•	 A watering hole campaign in 2023 compromised a 
Japanese media-related website to deliver 
targeted malware.198 Although attribution was 
unclear, JPCERT noted parallels to APT10 
tradecraft, suggesting ongoing interest in 
surveillance of Japan’s information environment.

•	 Since 2019 and continuing into 2025, MirrorFace 
has persistently conducted operations against 
Japanese political and media institutions.199 This 
sustained focus highlights the importance of elite 
perception management and policy surveillance to 
PRC collection priorities.

•	 Between October 2022 and June 2023, 
UNC4841200  compromised Japan’s National 
Center of Incident Readiness and Strategy for 
Cybersecurity (NISC) by exploiting a zero-day in 
Barracuda Email Security Gateway appliances,201 
enabling access to internal email accounts and 
sensitive Cabinet Office communications. The 
intrusion went undetected for nine months, raising 
concerns about potential lateral movement and 
the exposure of allied defense coordination amid 
expanding Japan-U.S. cyber cooperation.202 
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v The Five Eyes is an intelligence-sharing alliance among the U.S., United Kingdom, Canada, Australia, and New Zealand. While 
not a military alliance, it reflects some of the U.S.’s deepest security, intelligence, and strategic relationships, shaping 
coordination across defense, technology, and national security domains.

w The IISS Defence Summit is a high-level forum convened by the International Institute for Strategic Studies to advance 
Euro-Atlantic defense cooperation, bringing together political, military, and industry leaders to translate policy goals into 
practical steps for capability development, innovation, and strategic coordination.

Eroding Cohesion of the U.S. 
Alliance System
Beijing is targeting the backbone of the U.S. alliance 
system, recognizing both its enduring strategic 
importance and its growing vulnerability. Across 
Continental Europe and the Five Eyes,v political 
fragmentation, leadership turnover, recalibrated 
security priorities, and divergent threat perceptions 
are creating openings that the PRC is systematically 
exploiting. PRC operations prioritize embedding 
technical and political access into decision-making 
ecosystems, shaping elite discourse, and eroding 
cohesion from within.

This strategy reflects a deliberate effort to treat 
alliance resilience as a contested arena, targeting the 
political, economic, and informational seams where 
collective action is negotiated. While many of these 
fractures stem from internal frictions among allies, 
Beijing’s activities amplify them, compounding doubts 
about the reliability, agility, and long-term alignment of 
U.S.-oriented coalitions.203 204 205 If left unchecked, 
these operations risk hollowing the foundations of 
allied coordination, delaying crisis response, and 
creating structural inertia against policy shifts that 
would otherwise counter PRC strategic gains. Over 
time, the cumulative effect could leave U.S.-aligned 
coalitions slower, more divided, and less capable of 
adapting cohesively to geopolitical competition, 
ceding critical ground to Beijing without open 
confrontation. 

Continental European Allies
Since 2022, Beijing has intensified cyber espionage 
against European diplomatic and government 
institutions to monitor how the region is adjusting its 
foreign policy in response to the Russia-Ukraine war. 
These campaigns have focused on tracking positions 
on sanctions, defense cooperation, and evolving 
diplomatic alignments, particularly where they 
intersect with Taiwan. The activity suggests a PRC 
concern that the war is accelerating shifts in regional 
threat perception, weakening Beijing’s diplomatic 
leverage, and expanding political space in Europe for 
closer engagement with Taipei. 

•	 Between early 2022 and mid 2023, Mustang 
Panda conducted an espionage campaign 

targeting European government and diplomatic 
entities using lures referencing NATO, E.U. 
sanctions, border security, and strategic defense 
cooperation.206 207 208 209 210 The group’s phishing 
often used policy documents tied to the Ukraine 
war, such as energy sanctions. While most 
operations appeared geographically dispersed, 
suggesting broad intelligence gathering efforts, 
others reportedly narrowly targeted specific 
regions, such as targeted foreign ministries and 
embassies across Eastern Europe.211  

•	 Between early 2022 and at least April 2023, APT15 
maintained persistent access to Slovenia’s Ministry 
of Foreign and European Affairs, likely to monitor 
shifts in the country’s policy toward the PRC and 
Taiwan.212  Slovenian officials linked the intrusion to 
Prime Minister Janša’s early 2022 remarks in 
support of closer ties with Taipei.213  Investigators 
reported that the breach exposed sensitive 
diplomatic communications, including exchanges 
with other European foreign ministries, suggesting 
broader regional surveillance tied to evolving 
European alignment on cross-Strait issues.

•	 Between mid-2023 and 2024, SneakyChef 
similarly targeted European government entities 
using phishing lures impersonating Latvian and 
Lithuanian foreign ministries, plausibly to monitor 
growing Baltic engagement with Taiwan.214 The 
campaign coincided with a diplomatic tour by 
Taiwan’s foreign minister and a series of 
parliamentary visits and policy statements 
strengthening ties with Taipei.215  These moves 
reflected a broader realignment triggered by the 
Ukraine war, which deepened Baltic threat 
perceptions of authoritarian alignment, which 
elevated Taiwan as a symbolic counterpoint to 
PRC-Russian cooperation. The operation suggests 
PRC interest in how the war has reshaped 
diplomatic space in Europe in ways that weaken 
Beijing’s influence and legitimize closer Taiwan 
engagement.

•	 In August 2024, Mustang Panda likely targeted 
attendees or prospective attendees of the IISS 
Defence (sic) Summitw  in Prague using an event 
agenda lure. The 2024 summit’s focus on 
European defense procurement, technology 
collaboration, and alliance readiness likely drew 
PRC interest in monitoring evolving NATO posture, 
emerging defense partnerships, and long-term 
defense planning.216
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The PRC’s cyber and influence operations against 
Italy intensified as the once-symbolic partnership 
between the two countries unraveled between 2022 
and 2024. In 2019, Italy became the only G7 country to 
formally join the BRI. Beijing heralded the move as a 
diplomatic breakthrough into highly developed 
countries.217 But the relationship never delivered the 
economic dividends Italy had hoped for. As 
geopolitical tensions rose over the PRC’s support for 
Russia and concerns about economic coercion, Rome 
moved to unwind the agreement.218 Italy’s formal exit 
from the BRI in late 2023 marked a broader strategic 
realignment: toward closer transatlantic coordination 
and away from PRC-backed infrastructure and trade 
frameworks. In parallel, PRC-linked cyber actors 
launched a series of espionage, access, and influence 
operations targeting Italian government, industrial, and 
information ecosystems. These campaigns suggest 
that Beijing viewed the breakdown of this major BRI 
relationship both as a diplomatic loss and a risk to be 
managed through persistent monitoring, technical 
penetration, and narrative control. 

•	 Between late 2022 and 2024, APT41 and affiliated 
actors like Earth Baku expanded espionage 
operations against Italian government,219 industrial, 
220 and logistics221 sectors amid deteriorating 
bilateral ties. This included long-term access to an 
Italian industrial firm in the summer of 2023 during 
a period of heightened scrutiny over foreign 
investment and technology exposure, reflecting 
sustained interest in sectors central to Italy’s 
economic security posture.222 

•	 In August and September 2024, APT41 included 
Italy in a phishing campaign impersonating tax 
authorities across NATO and E.U. countries.223 
Italy’s inclusion, alongside traditionally high-
priority targets like France and Germany, suggests 
it was being treated as part of Beijing’s core 
surveillance pool following its formal exit from the 
BRI and deepening realignment with the 
transatlantic security order.

•	 In October 2023, a network of fake Italian-
language websites was uncovered promoting 
pro-PRC narratives under the guise of legitimate 
news outlets.224 225 The sites republished 
unattributed PRC state content and framed 
Western foreign policy as destabilizing. Their 
appearance shortly before Italy’s BRI withdrawal 
suggests an effort to influence domestic opinion or 
mitigate reputational costs as the bilateral 
relationship fractured.

Beijing’s cyber operations maintain persistent access 
to Europe’s defense-industrial base as the continent 
slowly reorients its security posture. This activity 
coincides with a mounting European reassessment of 
economic and technology dependencies on the PRC, 
especially in Germany, where increasing political 
skepticism of Beijing and military aid to Ukraine are 
reshaping procurement and policy.226 Beijing appears 
intent on preserving insight into European rearmament 
trajectories and hedging against future restrictions 
that may constrain its strategic reach. 

•	 In April 2024, German authorities arrested three 
individuals accused of acquiring military-use 
technologies for the MSS.227 Operating through a 
front company, the group allegedly worked with 
German research institutions to obtain sensitive 
designs, including naval engine technology, and 
was negotiating further projects linked to the PRC’s 
naval buildup. Authorities also charged the 
suspects with illegally exporting a restricted laser 
system in violation of E.U. dual-use controls. The 
arrests came one week after then-Chancellor Olaf 
Scholz raised concerns in Beijing over PRC 
acquisition of dual-use technologies and support 
for Russia’s war effort.228  

•	 Throughout 2023 and 2024, Earth Estries 
conducted sustained cyber espionage operations 
with confirmed targeting in Germany and a 
probable focus on government and technology 
sectors.229

•	 In early 2024, Mustang Panda targeted cargo 
shipping firms in Norway, Greece, and the 
Netherlands, placing malware on corporate 
networks and vessel-based systems.230 Its 
targeting of Europe’s maritime transportation 
sector continued into 2025.231 A similar 2022 
incident saw PRC-linked malware discovered 
aboard seven vessels from a single fleet, where it 
had likely persisted undetected for up to two years, 
underscoring PRC interest in onboard systems as a 
persistent access vector.232 Together, these cases 
suggest sustained PRC interest in maritime 
infrastructure, offering insights into trade flows, 
vessel movements, and defense logistics.233  

•	 As of mid-2023, encrypted storage devices used 
by NATO and the UK Ministry of Defence (sic) still 
contained chips made by a PLA-linked company.234 

235 While not tied to a specific operation, the finding 
underscores the enduring risk posed by PRC-made 
components embedded in Western defense 
systems and highlights the need for long-term 
efforts to secure supply chains.
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x AUKUS is a security partnership between Australia, the United Kingdom, and the United States focused on Indo-Pacific stability 
and security.

Five Eyes Allies
Beijing is seeking to shape the political environment 
of the United States’ Five Eyes allies in its favor. It aims 
to influence political discourse and perceptions, 
undermine critics while promoting aligned actors, and 
erode trust in institutions and alliances. In parallel, it 
collects intelligence on key political figures and 
institutions to inform Beijing’s diplomatic and 
commercial positioning and to steer policy alignment 
in its favor. These efforts seek to constrain policies 
adverse to PRC interests, promote more 
accommodating foreign policy positions, and weaken 
cohesion among U.S. allies. Publicly available 
information about these campaigns reflects efforts to 
influence political dynamics without directly disrupting 
electoral processes or infrastructure.

•	 In the lead-up to Canada’s 2025 federal election, 
PRC-aligned influence campaigns targeted 
ethnically Chinese voters with messaging 
portraying the Conservative Party as hostile to 
PRC interests and a threat to diaspora 
communities.236 237 These narratives echoed tactics 
the PRC238 used in 2019 and 2021 to marginalize 
Beijing’s critics in Canada. At the same time, PRC 
state media favorably framed then-candidate and 
eventual-winner Liberal Party leader Mark Carney 
as a pragmatic figure who might stabilize bilateral 
ties, even after he publicly labeled the PRC 
Canada’s “biggest security threat.”239 240    

•	 From 2023 to 2025, PRC-linked information 
operations in Australia amplified narratives 
favorable to the ruling Labor Party while casting 
Opposition Leader Peter Dutton as a destabilizing, 
U.S.-aligned figure likely to provoke confrontation 
and economic harm.241 242 Inauthentic accounts 
spread divisive content across Western and PRC 
platforms, stoking domestic tension around race, 
gender, and economic inequality. These accounts 
positioned Labor as the more pragmatic steward 
of bilateral ties, while the AUKUSx pact and 
Australian intelligence services were framed as 
vectors of foreign control.

•	 In August and September 2023, Spamouflage 
coordinated multilingual malign influence content 
across a dozen platforms and at least 15 languages 
targeting Canada, the U.K., and the U.S. The 
campaign amplified a fabricated narrative blaming 
the Maui wildfires on a U.S. “weather weapon,” 
citing a fictitious British intelligence leak.243 It used 
social media accounts to harass Canadian Prime 
Minister Justin Trudeau and other officials with 
deepfakes, criminal accusations, and 
conspiratorial content.244  The operation appeared 
designed to degrade trust in Western leadership 
and create fractures among Five Eyes 
governments.

•	 In March 2024, the UK publicly attributed two 
cyber operations to PRC state-affiliated actors. 
Authorities assessed that an unspecified group 
had compromised Electoral Commission systems 
between late 2021 and October 2022, stealing 
voter registration data. No impact on electoral 
processes was reported.245 The government also 
assessed that APT31 conducted reconnaissance 
against Members of Parliament critical of Beijing in 
2021.246 In response, the UK sanctioned two APT31 
members and a front company linked to the MSS.

•	 In 2024, New Zealand attributed two prior cyber 
operations to PRC-linked groups. In March, the 
government assessed that APT40 was responsible 
for a 2021 intrusion into the Parliamentary Counsel 
Office and Parliamentary Services.247 In April, the 
country’s national signals intelligence agency 
revealed that APT31 had targeted former 
Members of Parliament and an academic affiliated 
with the Inter-Parliamentary Alliance on China. 
Both operations appeared intended to monitor and 
potentially deter elite political criticism of the  
PRC.248 

•	 In early 2025, Canadian authorities announced that 
they had attributed over 20 recent PRC-linked 
intrusions targeting all levels of government. 
Officials assessed the activity aimed to collect 
political, economic, and personal data to support 
Beijing’s commercial and diplomatic positioning, 
particularly in areas related to energy, critical 
minerals, and regional trade.249 
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Beijing is targeting the defense and critical 
infrastructure ecosystems of the U.S.’s Five Eyes 
allies to gain access, collect information, and prepare 
for future contingencies. The targeting pattern 
suggests a priority on mapping defense institutions, 
monitoring activity, and establishing persistent access 
that could support espionage or disruption if needed. 

•	 In 2024, UK officials assessed that PRC-linked 
operators, possibly including Volt Typhoon, had 
likely maintained persistent access to numerous 
important domestic networks for years.250 The 
activity reportedly affected defense, energy, 
healthcare (including the National Health Service), 
government, high-tech firms, and senior 
politicians’ communications. Officials noted 
compromises of both supply chains and systems 
underpinning essential services.

•	 In April 2025, Canadian authorities warned that 
PRC threat actors, including Salt Typhoon, had 
repeatedly exploited vulnerable edge routers 
across critical infrastructure sectors.251 The actors 
exploited weak credentials, altered settings for 
persistence, and exfiltrated device configurations 
to support further access.

•	 Since at least 2022, PRC actors, including Volt 
Typhoon, have operated a botnet built from 
compromised end-of-life routers to enable 
espionage and prepositioning against the U.S. and 
its Five Eyes partners. U.S. authorities disrupted part 
of the botnet in early 2024, which had been used to 
support intrusions into the country’s critical 
infrastructure.252 Associated traffic included 
connections to U.S., UK, and Australian government 
domains, indicating likely reconnaissance or access 
staging.253 254 255     

•	 In May 2024, UK officials disclosed that a suspected 
PRC-linked group breached a Ministry of Defence 
(sic) payroll system, compromising sensitive 
personal and financial data tied to personnel across 
the Royal Navy, Army, and Royal Air Force.256  While 
not formally attributed, officials stated the activity 
resembled known PRC-linked operations.

•	 Between late 2023 and early 2024, UNC5174 
exploited vulnerabilities in widely deployed network 
management tools to access government and 
defense-related systems in the UK, Canada, and 
U.S.257 The actor established persistent backdoor 
access, conducted internal reconnaissance, and 
targeted national security entities, including U.S. 
defense contractors and UK government networks.
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•	 Reporting in 2023 noted that BackdoorDiplomacy 
had maintained multi-year access to at least eight 
Kenyan government entities, including the 
ministries of finance and foreign affairs and the 
National Intelligence Service. This access likely 
supported monitoring of debt repayment, elite 
alignment, and policy shifts affecting PRC 
infrastructure projects as financial strain 
mounted.260 

•	 In 2024, RedDelta conducted espionage against 
Ethiopian government institutions,261 shortly after 
the country signed a new strategic cooperation 
agreement with Beijing.262 The operation possibly 
served to monitor the implementation of this 
bilateral initiative or related internal political 
dynamics. 

•	 In 2024, IcePeony targeted Mauritian government 
entities263  amid deepening defense and economic 
ties with India264 and negotiations with Britain over 
transferring the disputed Chagos Islands. 

•	 In 2024, researchers identified a novel PRC-linked 
malware framework dubbed IMEEX targeting 
systems in Djibouti. While the campaign’s exact 
objectives were not determined, the use of a 
custom modular backdoor in such a geopolitically 
sensitive state points to an interest in maintaining 
persistent access aligned with Beijing’s regional 
strategic equities. In possibly relevant context, 
Djibouti is home to the PLA’s only overseas base as 
well as ones belonging to the United States, 
France, and Japan.265   

•	 In 2025, SneakyChef likely compromised Angolan 
foreign affairs and development institutions266 
during an uptick in PRC engagement, coinciding 
with renewed infrastructure deals in a major 
investment and resource partner.267  

Locking in Leverage in 
Developing Countries
The PRC views the developing countries that lie 
outside U.S.-aligned security and economic systems 
as a strategic operating space where it can expand 
influence with minimal resistance and maximal return. 
These regions, often highly receptive to infrastructure-
backed engagement, provide low-friction 
environments for shaping political orientation, 
embedding technical dependencies, and constraining 
external actors. Cyber operations support these 
efforts by securing access to government systems, 
critical infrastructure, and regional communications 
platforms that the PRC has helped build or finance. 
Information campaigns run in parallel, reinforcing 
preferred narratives, deflecting scrutiny, and 
undermining confidence in alternative governance 
models. Together, these operations are steadily 
positioning Beijing as an embedded, often 
unconstrained external actor in regions whose future 
alignment will shape global strategic outcomes.258 259  

Recent PRC cyber and influence campaigns across the 
developing world show the PRC attempting to shape 
diplomatic alignment, monitor political developments, 
and constrain external influence. These operations 
provide access to elite decision-making and create 
leverage over governments that rely on PRC-built 
infrastructure, particularly in moments of political 
uncertainty or negotiation. By embedding in the digital 
systems and media environments of these countries, 
Beijing is reducing the maneuvering space of 
competitors and conditioning regional actors to treat 
PRC preferences as default constraints. Left 
unchecked, this trend risks ceding informational and 
technical ground in strategically located countries 
where Beijing is well positioned to preempt external 
basing, limit U.S. bilateral access, and top the balance 
in long-term regional influence contests. 

Africa
Beijing’s cyber operations in Africa appear calibrated 
to manage political and economic risk in countries 
where the PRC maintains expanding strategic 
investments or diplomatic footholds. Since 2022, 
PRC-linked actors have targeted government 
institutions and elite decision-making bodies in 
countries where policy or leadership changes could 
affect long-term PRC interests. These efforts are 
especially concentrated in BRI partner countries and 
regions where PRC-backed infrastructure projects 
have generated financial or political friction.
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PRC cyber operations also prioritize strategic 
positioning within African telecommunications 
infrastructure to maintain access, collect sensitive 
data, and reinforce technical dependency. These 
efforts target both core telecom providers and the 
supporting vendor ecosystems that maintain or 
operate PRC-built platforms across the continent. 

•	 Around 2021, Liminal Panda developed tooling 
tailored to mobile network protocols, including 
GSM emulation and SIGTRAN abuse, with activity 
documented in Africa.268 

•	 Around 2023 to 2024, Earth Estries compromised 
South African telecom providers and third-party 
firms responsible for maintaining PRC-linked 
infrastructure, indicating an interest in long-term 
visibility into regional telecom operations.269  

•	 In approximately early 2023, Mustang Panda 
deployed USB-based malware in Ghana and 
Nigeria, likely designed to reach air-gapped or 
lightly monitored systems embedded in national 
telecom and government networks.270 

•	 Between at least late 2022 and early 2023, 
Daggerfly compromised African telecom networks 
using modular malware, with capabilities for 
credential harvesting, audio capture, and internal 
reconnaissance.271   

•	 In early 2023, PRC-linked actors behind Operation 
Tainted Love compromised a North African 
telecommunications firm during a period of 
regional expansion negotiations. The timing 
suggests the operation was intended to gather 
internal business intelligence, support diplomatic 
leverage, or maintain long-term technical access 
aligned with Beijing’s soft power interests.272

Beijing’s information operations in Africa complement 
its cyber campaigns by shaping public perception, 
amplifying pro-PRC narratives, and diluting or 
discrediting competing perspectives. These efforts 
rely on infrastructure that conceals state involvement, 
using pseudo-local voices to insert Beijing’s messaging 
into African political discourse. 

•	 Since 2022, PRC-linked digital marketing firms 
operating under the GLASSBRIDGE umbrella have 
run networks of inauthentic news websites across 
Africa and other regions. These sites mimic 
legitimate local outlets while promoting pro-Beijing 
narratives, often republishing PRC state media 
content and distributing it via commercial newswire 
services to create the appearance of credible, 
locally sourced journalism.273  

•	 In 2023, Meta removed thousands of fake Facebook 
and Instagram accounts linked to PRC actors, which 
posed as African users and media brands.274 These 
accounts promoted Beijing as a reliable 
development partner, praised BRI projects in Kenya 
and Nigeria, and portrayed Western engagement as 
destabilizing or neocolonial. Some repurposed 
anti-dissident propaganda for African audiences, 
blending global messaging with localized influence 
goals.
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Latin America 
Beijing's cyber and influence operations in Latin 
America are primarily designed to preserve and 
protect its expanding economic and diplomatic 
footprint across the region. The PRC is now the top 
trading partner for much of Latin America and exerts 
growing control over key logistics hubs and diplomatic 
footholds.275 Activity in 2023–2024 has been especially 
concentrated in countries with major PRC investments 
or where volatile public sentiment could threaten 
Beijing’s long-term leverage. This activity challenges 
longstanding U.S. leadership in the hemisphere and 
signals Beijing’s intent to shape regional alignments in 
ways that may constrain U.S. strategic access and 
policy leverage.

•	 Active since at least 2022, Operation LongFang 
has targeted municipal governments and critical 
infrastructure sectors across Latin America, with a 
concentration in Brazil. The operation focuses on 
collecting government records, infrastructure 
blueprints, and urban planning documents.276  
Meanwhile, Earth Estries targeted Brazilian 
logistics and telecommunications firms, sectors 
closely aligned with PRC infrastructure 
investment.277   

•	 Also in Brazil, PRC-linked influence networks 
PAPERWALL278 and GLASSBRIDGE279  
disseminated Beijing-aligned narratives, via 
spoofed or co-opted local media channels, often 
focusing on politically sensitive themes. 

•	 In recent years, several PRC cyber espionage 
groups previously focused on East Asia have 
expanded into Latin America. Since March 2023, 
PRC-aligned threat cluster CL-STA-0049 has 
targeted government, defense, 
telecommunications, and aviation sectors in South 
America alongside its Southeast Asia target-set.280 
In mid-2024, Earth Alux extended operations into 
Latin America —particularly in Brazil—with a focus 
on government, logistics, telecommunications, and 
IT services.281  Also in 2024, Sharp Dragon began 
targeting Caribbean and African government 
entities using diplomatic-themed lures and 
previously compromised Southeast Asian 
infrastructure.282 

•	 In 2024, FamousSparrow, a group overlapping 
with Earth Estries, compromised a research 
institute in Mexico, a government entity in 
Honduras, and a U.S. trade group. The Honduras 
activity followed the country’s 2023 diplomatic 
shift from Taipei to Beijing, possibly reflecting PRC 
interest in shaping or monitoring early bilateral 
engagement and reputational dynamics 
post-switch.283 

•	 Between late 2022 and early 2023, APT15 targeted 
a business operating across Central and South 
America, along with regional foreign affairs and 
finance ministries, suggesting interest in 
commercial networks and diplomatic posture.284  

•	 In 2024, the U.S. and Costa Rica jointly announced 
that PRC-based adversaries had infiltrated Costa 
Rican telecommunications and technology 
systems. Though they did not explicitly attribute 
the operation to the PRC government, the U.S. 
reaffirmed its support for Costa Rica’s sovereignty, 
a possible diplomatic signal of suspected state 
involvement.285 The announcement followed Costa 
Rica’s 2023 decision to exclude PRC technology 
firms from its 5G network rollout due to 
cybersecurity concerns.286
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Beijing's cyber and influence operations in Latin 
America also target many of Taiwan’s remaining 
diplomatic footholds by shaping domestic 
environments to deter recognition or reduce 
resistance to Beijing’s position. Since 2017, broader 
pressure campaigns have led four countries—Panama, 
the Dominican Republic, El Salvador, and Honduras—
to sever ties with Taipei. Cyber and information 
operations focus on government institutions and 
domestic audiences in countries where alignment 
remains contested, allowing Beijing to suppress 
dissent and amplify pro-Beijing narratives through 
deniable means.

•	 In 2021, Guyana abruptly reversed plans to deepen 
engagement with Taipei following pressure from 
Beijing, underscoring the PRC’s intolerance for 
even symbolic gestures toward recognizing 
Taiwan.287 288     In early 2022, Earth Krahang 
spearphished regional government entities using 
Taiwan-related geopolitical lures, likely targeting 
institutions involved in or adjacent to Taiwan-
Guyana relations.289  

•	 In September 2022, PRC-linked actors 
compromised Guatemala’s foreign ministry290 
shortly after the country reaffirmed diplomatic ties 
with Taiwan. Based on the timing, the operation 
plausibly sought to monitor the countries’ bilateral 
engagement or shape perceptions in one of 
Taipei’s few remaining Central American 
partners.291

•	 During the 2023 Paraguayan election, a China 
News Service–linked influence network pushed 
Beijing-aligned narratives about Taiwan into 
Spanish and Portuguese-language content 
targeting voters in Paraguay,292 the region’s most 
diplomatically significant Taiwan-aligned 
country.293   

•	 In November 2024, a joint cybersecurity review by 
the U.S. and Paraguay identified Flax Typhoon 
infiltrations into Paraguayan government 
systems.294  Paraguay’s technology minister 
described the incident as a “silent vulnerability” 
aimed at capturing sensitive diplomatic and 
strategic communications, with the potential to 
compromise the country’s “operability and 
international relations.”295  
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Pacific Islands 
Beijing’s cyber and influence operations in the Pacific 
Islands aim to weaken U.S. strategic footholds, 
disrupt trusted multilateral processes, and shift 
regional alignment through persistent, low-cost 
interference. Since 2022, the PRC has exploited the 
limited cyber resilience and institutional capacity of 
Pacific Island governments to collect intelligence, 
shape elite narratives, and obstruct U.S.-backed 
coordination efforts. These operations target 
environments where even minor compromises 
threaten to yield outsized geopolitical returns:296 297 
undermining U.S. basing arrangements, eroding 
diplomatic trust, and tilting votes in international 
bodies where every state counts equally.298 The 
pattern reflects a deliberate effort to turn vulnerability 
into leverage in a region critical to forward U.S. power 
projection and alliance credibility.299 

•	 In early 2024, PRC state-backed actors reportedly 
infiltrated the Pacific Islands Forum Secretariat in 
Fiji. Australian officials described the campaign as 
“extensive” and aimed at accessing and assessing 
internal diplomatic coordination.300   

•	 In that same month, a ransomware attack on Palau 
leaked thousands of documents, including internal 
U.S. defense planning and Palau-Taiwan 
coordination. Palau hosts critical U.S. military 
access agreements and is a formal Taiwan 
partner.301 Ransom links were nonfunctional, 
suggesting a political objective rather than a 
financial one. The content and concurrent timing 
with a high-profile U.S.-Palau compact ceremonyy 

point to a likely effort to signal displeasure with 
Palau’s trilateral relationship with Taipei and 
Washington. Palau’s president noted that the 
“attack likely originated from Malaysia with 
Chinese or Russian ties.”302

•	 In the run-up to the Solomon Islands’ 2024 
election, PRC and Russian state media amplified 
engineered narratives accusing the U.S. of 
planning to interfere in the country’s affairs.303   

•	 In February 2025, Samoa’s national cyber agency 
reported that APT40 had specifically 
compromised networks across the Pacific 
Islands.304 The group reportedly maintained 
long-term persistence before exfiltrating data. 
Samoa did not specify which organizations were 
impacted, but generally noted the group’s historic 
targeting of government and critical infrastructure 
organizations.

These activities reflect a broader strategy of 
information collection, reputational targeting, and 
influence over political narratives in countries that still 
formally recognize Taipei. PRC-linked actors appear 
particularly focused on mapping Taiwan’s modes of 
international engagement and using public exposure to 
erode their perceived legitimacy.

•	 The 2024 Palau ransomware operation leaked 
internal records detailing Taiwanese funding for 
Palau’s participation in global forums, including UN 
climate summits, potentially exposing Taipei’s 
mechanisms for sustaining diplomatic visibility.305  

•	 The 2024 Solomon Islands influence campaign 
drove CCP-aligned narratives, alleging U.S. and 
Taiwanese retaliatory instigation of riots following 
the country’s diplomatic switch from Taipei to 
Beijing.306 

y In May 2023, the United States and Palau signed a renewed funding and defense agreement under the Compact of Free 
Association, reinforcing U.S. military access and long-term support for Palau. The deal, concluded amid growing regional 
tensions, underscored Palau’s strategic importance as both a U.S. ally and one of the few nations maintaining formal ties with 
Taiwan.

Beijing also appears to be using cyber operations 
to expose, disrupt, or delegitimize Taiwan’s 
remaining diplomatic footholds in the Pacific. 
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Forecasting

The following section outlines likely future trajectories in PRC cyber and influence operations based on observed 
trends and evolving geopolitical and systemic technical conditions. Each forecast highlights how the PRC’s existing 
capabilities and behaviors may scale, adapt, or converge in service of broader strategic objectives. Rather than 
offering speculative scenarios, these assessments identify directional shifts already in motion: from access to 
leverage, from denial to contestation, and from surveillance to shaping. Each forecast includes observable 
indicators to monitor for that would validate these projections, supporting early warning, policy planning, and 
defensive preparation.

PRC cyber operators will expand how they abuse 
trusted relationships as both access points and 
persistent operational footholds. As perimeter 
defenses improve in response to the network edge 
device exploitation trend and direct exploitation 
becomes costlier, leveraging existing structural trust 
will remain a low-friction, scalable means of 
compromise. This is especially true for vendor-
administered support channels and locally dominant 
or PRC-developed software platforms. Rather than 
targeting organizations directly, PRC groups are 
expected to deepen their focus on third parties already 
embedded in their targets’ infrastructure: managed 
service providers, upstream platform maintainers, and 
update distributors with persistent or privileged 
access.

Operators will refine their use of vendor and supply 
chain access to better align with mission specificity 
and operational security. Rather than mass software 
tampering campaigns, future activity will likely favor 
tightly scoped, pre-filtered delivery through vendor 
ecosystems that already serve high-value sectors. PRC 
actors have demonstrated increasing precision in 
software delivery operations, embedding targeting 
logic into the initial deployment phase and minimizing 
exposure beyond the intended victim set. This shift 
enables stealthier compromises while maintaining the 
scale benefits of leveraging centralized access 
relationships.

Trusted Access Abuse Scales Up with Persistent 
Operational Infrastructure

Access-as-a-service models will formalize as PRC 
contractors build infrastructure to exploit or manage 
trusted relationships at scale. Drawing from prior 
examples of contractor-managed ORB networks and 
botnet provisioning, similar models could emerge 
around vendor access channels, where third-party 
actors maintain or broker persistent access into 
vendor environments or update pipelines. This 
development would reduce operational overhead, 
create reusable access into diverse customer bases, 
and provide PRC operators with deniable but durable 
points of entry into critical sectors.

These trends will converge in politically and 
industrially strategic geographies, particularly where 
reliance on PRC-linked service providers remains 
high and defensive capacity is limited. In such 
environments, state-aligned operators may not need 
to breach target systems directly. Instead, they may 
exploit dependency on regional vendors for software 
updates, remote support, or hardware servicing. This 
tactic would likely be especially viable in sectors with 
delayed patch cycles, weak segmentation, and high 
third-party integration, including defense, industrial 
control, telecom, and semiconductor manufacturing.
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Potential Key Indicators

Targeting of managed service providers or 
third-party information technology (IT) support 
firms across multiple sectors or regions. 
Evidence that PRC-linked actors are 
compromising or prepositioning within MSPs, 
remote support contractors, or cloud service 
integrators may indicate a continued strategic 
shift toward scalable indirect access.

Discovery of malware embedded in vendor 
update infrastructure with constrained, 
sector-specific delivery. Detection of malware 
inserted at the software distribution level, 
particularly when the payload is selectively 
activated based on sector, geography, or 
customer profile, may reflect a refined, 
low-exposure intrusion model.

Emergence of contractor-or state-linked 
platforms designed to provision, manage, or 
automate vendor-enabled access. Discovery of 
infrastructure (e.g., dashboards, APIs, scripting 
frameworks) built to exploit or control vendor 
support or update channels, especially from 
PRC-affiliated firms, would indicate increasing 
institutionalization of this tactic.

Unexplained overlap across victim organizations 
linked by shared vendors or support platforms. 
Targeting clusters in which victims share a 
common vendor, update mechanism, or 
administrative tool, without clear strategic or 
geographic linkage, may signal exploitation of a 
trusted intermediary.
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z Satellite terminals provide network connectivity via space-based links, often used in remote or mobile environments with 
limited monitoring and encryption.

aa Cellular gateways connect local networks or devices to mobile data networks, often bridging industrial systems to the internet 
with minimal security controls.

bb Carrier-grade NAT (CGN) equipment, used by internet service providers (ISPs) to conserve IPv4 addresses, masks individual 
user activity by routing traffic from many devices through shared public IPs. Adversaries can exploit this to conceal device 
origins and complicate attribution.

PRC cyber operators will expand their network edge 
targeting to include other under-monitored 
infrastructure devices such as satellite terminals,z  
cellular gateways,aa and carrier-grade NAT 
equipment,bb particularly in industrial and remote 
deployments. These devices offer many of the same 
tactical advantages that have made edge systems 
central to PRC operations (e.g., limited monitoring, 
irregular patching, and direct exposure to critical 
traffic) but are often deployed in environments with 
even weaker defensive oversight. This potential 
expansion aligns with the PRC’s broader interest in 
accessing digital infrastructure that supports strategic 
sectors, including energy, logistics, and military 
basing.

Operators will also adopt more layered exploitation 
approaches that combine firmware vulnerabilities 
with configuration flaws and exposed management 
interfaces. This reflects a tactical progression already 
seen in prior campaigns, where PRC actors leveraged 
both technical exploits and architectural weaknesses 
to extend access and maintain persistence. Firmware 
compromise remains especially concerning, as it often 
enables long-term access that is difficult to detect or 
remediate, particularly in devices without centralized 
update mechanisms or endpoint detection and 
response (EDR) visibility.

Exploitation Expands to Nontraditional and 
Under-Protected Edge Devices

Compromised edge devices will be more deliberately 
integrated into PRC operational infrastructure, 
serving not just as entry points but as long-term 
assets for anonymization, command-and-control, and 
lateral movement. The development of ORB networks 
and contractor-managed botnets suggests a maturing 
ecosystem in which infrastructure is provisioned 
centrally and reused across operations. This 
infrastructure model reduces cost, complicates 
attribution, and enables PRC actors to scale access in 
line with strategic priorities.

These trends are exacerbated by the growing 
footprint of PRC-manufactured networking hardware 
in sensitive environments. Even without deliberate 
compromise, such devices introduce structural 
exposure, particularly when vulnerability disclosure is 
governed by PRC regulations that route flaws to 
state-linked entities. This dynamic increases the 
likelihood that exploitable weaknesses in globally 
deployed hardware may be selectively retained for 
state use, reinforcing Beijing’s ability to map and 
access infrastructure that would otherwise be difficult 
to compromise through direct means.
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cc These are specialized technologies and protocols 
commonly found in telecommunications and industrial 
control environments: GSM (Global System for Mobile 
Communications), SCADA (Supervisory Control and Data 
Acquisition), SATCOM (Satellite Communications), and 
CGNAT (Carrier-Grade Network Address Translation).

dd China National Vulnerability Database (CNNVD) is the 
PRC's national repository for cataloging cybersecurity 
vulnerabilities.

Potential Key Indicators

Emergence of abused vulnerabilities in edge-layer 
infrastructure not historically targeted. A rise in 
abused vulnerabilities affecting devices such as 
satellite modems, cellular gateways, or industrial 
network equipment may indicate that findings are 
being withheld for potential operational use. This is 
particularly likely when these CVEs are not 
accompanied by public research from PRC sources 
or disclosure through PRC platforms like CNNVD.dd 

Public or leaked evidence of contractor-
provisioned access to edge-compromised 
infrastructure. Reporting or disclosures 
indicating that MSS or PLA-linked firms offer 
managed access to compromised devices (e.g., 
via API interfaces, botnet dashboards) would 
reinforce the forecast of institutionalized 
infrastructure reuse.

Command-and-control infrastructure built 
on uncommon edge hardware across 
multiple regions: Detection of botnet or 
ORB-like infrastructure using atypical device 
types (e.g., satellite dishes, LTE gateways) or 
appearing in multiple geographies aligned 
with PRC interests suggests a strategic reuse 
model is maturing.

Increase in PRC technical publications or 
patent filings focused on industrial edge 
protocols and emulation: Research into GSM, 
SCADA, SATCOM, or CGNATcc device 
emulation, especially from defense-tied 
institutions or PRC cyber research labs, may 
reflect tooling preparation or capability 
incubation.
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PRC operators will deepen their integration of AI into 
cyber espionage and influence operations, extending 
its role beyond analytic acceleration to support 
operational scale and prioritization. While current 
applications focus on processing large datasets and 
automating content generation, future developments 
will likely assist human operators in triaging targets, 
organizing workflows, and coordinating broad digital 
campaigns. This trajectory reflects Beijing’s 
“intelligentized warfare” doctrine and directly 
addresses enduring constraints in linguistic reach, 
analyst throughput, and operator capacity. As AI 
systems grow more agentic—capable of chaining 
analytic tasks or autonomously identifying high-value 
insights—these workflows will become faster, more 
scalable, and increasingly independent of manual 
triage.

In cyber operations, AI will be integrated into 
toolchains that assist with vulnerability analysis, 
large-scale data parsing, and dynamic target 
prioritization. These applications would enhance PRC 
actors’ ability to conduct rapid collection campaigns 
while more efficiently extracting value from diverse, 
multilingual, and unstructured datasets. While current 
use cases include malware debugging and translation 
of technical materials, future developments may 
support semi-automated scripting or decision-support 
workflows to reduce operator burden and sustain 
operations in active defensive environments.

AI Moves from Support Role to Core 
Operational Enabler

In influence operations, PRC actors will expand the 
use of AI-enabled systems to generate, tailor, and 
distribute messaging at scale, with reduced reliance 
on human operators. PLA writings envision 
AI-supported psychological operations aimed at 
exploiting adversary cognitive vulnerabilities, and 
recent operational errors linked to AI-generated 
content suggest ongoing experimentation. As 
capabilities mature, AI may enable real-time 
generation of synthetic media, automated narrative 
testing, and more targeted amplification strategies 
aligned with demographic or linguistic segmentation.

AI integration in PRC operations will accelerate as 
compute-efficient architectures and lightweight 
deployment pipelines erode existing technical 
barriers. Advancements that shrink model sizes, 
reduce computing demands, and enable local 
deployment will expand AI adoption. In the near term, 
applications that demand less compute and carry 
lower operational risk—such as translation, narrative 
amplification, or multilingual sentiment analysis—will 
likely scale fastest. More technically demanding 
capabilities, such as AI-assisted exploit development 
or adaptive decision-support tooling, will likely follow 
as the next major wave.
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ee National Key Labs are government-designated research 
institutions in the PRC that focus on advancing strategic 
technologies, often in support of national security and 
economic development goals.

ff NLP corpora are structured datasets of human language 
used to train, evaluate, or benchmark natural language 
processing models.

Potential Key Indicators

Increase in PRC-originating research focused on 
automating offensive cyber functions with AI. 
Technical publications or patent filings describing 
AI-supported vulnerability triage, exploit 
generation, or targeting workflows, particularly 
from institutions linked to PLA units, MSS proxies, 
or defense contractors, may indicate 
pre-operational capability incubation.

Targeting of firms or academic institutions with 
influence-relevant datasets or model control 
mechanisms. Persistent PRC cyber activity 
directed at organizations that maintain NLP 
training corpora,ff profiling tools, or research on 
model guardrail circumvention may indicate an 
effort to externally source resources that would 
enhance the adaptability and reach of AI-enabled 
influence campaigns.

Collaboration between political influence 
researchers and technical AI development labs. 
Co-authored publications, cross-affiliated lab 
staff, or joint institutional projects between 
offensive influence-linked entities and AI 
modeling teams, especially within national key 
labs,ee may reflect structural alignment of 
technical and narrative engineering objectives

Patent filings or applied research on multilingual 
sentiment analysis and narrative tailoring from 
state-aligned institutions. Submissions from 
organizations affiliated with state media, political 
warfare programs, or psychological operations 
that focus on demographic segmentation, 
sentiment scoring, or generative influence 
techniques may signal investment in scalable 
information operations.
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Beijing will develop a faster, more structured 
playbook for contesting cyber attribution in high-
stakes incidents. Recent examples point to more 
coordinated national messaging around cyber 
threats. PRC cybersecurity firms, MFA spokespeople, 
and state media now often issue rebuttals around the 
same time. This pattern is likely to evolve into a 
repeatable, more rapid response process. The goal 
would be to present a unified narrative that quickly 
challenges the credibility of attribution before a 
diplomatic consensus can form. Unlike Russia’s 
chaotic response style, which is built on overwhelming 
and confusing with rapid, conflicting counterclaims,  
the PRC’s approach is already more methodical. It 
draws on official, commercial, and academic voices to 
portray attribution as biased or technically flawed. 
This shift matters. Faster, more coordinated 
responses would allow Beijing to more credibly shape 
early perceptions, give neutral countries a reason to 
stay on the sidelines, and undermine attribution as a 
basis for joint action. The intent is not to prove 
innocence, but to delay alignment and weaken the 
impact of any coordinated response.

Plausible Deniability Shifts to Structured Denial 
Operations

Beijing is likely to lean more heavily on criminal or 
hacktivist proxies in cyber operations where 
attribution could trigger political fallout or complicate 
its broader regional ambitions. This is not a new tactic. 
PRC actors have long used proxy-enabled operations 
to mask state direction. Still, the logic behind their use 
is evolving. In areas where escalation is tightly 
managed and coalition-building poses a growing risk, 
Beijing is likely to deploy proxies in coercive or 
disruptive operations that would be politically risky to 
carry out directly. This shift raises the stakes for cyber 
leaders: ambiguous campaigns targeting 
infrastructure, government entities, or civil society may 
be framed as criminal or rogue acts, delaying 
coordinated responses and creating friction within 
alliances. As exposure timelines shrink and diplomatic 
consequences become more coordinated, proxy-
enabled operations allow Beijing to apply pressure 
while maintaining plausible deniability, blunting policy 
levers before they can be used.
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Potential Key Indicators

Increased technical rigor in attribution 
rebuttals from PRC cybersecurity firms. 
Publication of incident reports that 
replicate reputable cyber threat 
intelligence's structure may indicate an 
effort to contest attribution on 
methodological grounds. 

Amplification of attribution rebuttals through 
semi-academic or state-affiliated research 
voices. Commentaries, joint reports, or technical 
articles from PRC think tanks, universities, or 
affiliated labs that reinforce official attribution 
counter-narratives may reflect a strategy to 
diversify the attribution contestation ecosystem 
while maintaining message discipline.

Disruptive or coercive cyber operations in 
contested areas with ambiguous operational 
signatures. Campaigns in Taiwan, the Pacific 
Islands, or South Asia exhibiting PRC-adjacent 
infrastructure or tooling but lacking clear 
espionage or financial motive may indicate 
proxy-enabled operations calibrated for 
plausible deniability.

Ransomware or pseudo-criminal operations 
targeting geopolitical rivals with non-functional 
extortion mechanisms. Cyber incidents that 
mimic financially motivated campaigns but show 
no viable payment infrastructure, no victim 
negotiation, or incoherent demands may suggest 
attempts to encourage misattribution of state-
backed disruption.
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Cyber prepositioning will complicate crisis response 
coordination in a future regional contingency. PRC 
threat actors are establishing persistent access to 
telecommunications, logistics, and defense-relevant 
infrastructure in Taiwan and Japan, while also targeting 
Philippine maritime enforcement systems. If 
unmitigated, these footholds could delay national 
response timelines, hinder coordination with US 
partners and allies, and expose critical systems to 
disruption in the early stages of escalation. Direct 
operational use remains unconfirmed in available 
public sources, but the observed tradecraft and 
sectoral targeting align with known contingency 
planning priorities.

Cyber-enabled political warfare threatens to 
undermine the domestic legitimacy of U.S.-aligned 
leaders and deter visible forms of alignment. Beijing is 
intensifying these operations in environments where 
pro-U.S. stances intersect with electoral vulnerability 
or contested sovereignty. In Taiwan and the 
Philippines, manipulative messaging, deepfakes, and 
amplification campaigns have targeted specific 
leaders, polarized public opinion, and attempted to 
erode trust in electoral processes and sovereignty-
related enforcement institutions. These tools are likely 
to be further scaled and tailored, with the support of AI, 
to exploit domestic fault lines, especially where 
governments adopt firmer positions against PRC 
interests.

Crisis Delay and Alignment Disruption in the PRC’s 
Strategic Periphery

Sustained cyber espionage targeting U.S. partners’ 
advanced technology sectors risks degrading allied 
supply chain resilience and accelerating PRC 
strategic self-sufficiency. PRC cyber operators are 
systematically extracting proprietary data from 
semiconductor, aerospace, telecommunications, and 
manufacturing firms in Taiwan and Japan. These 
operations align with Beijing’s goal of reducing reliance 
on foreign innovation. If trends continue, this access 
may accelerate PRC innovation while providing insight 
into U.S. and allied dependencies on foreign 
technology suppliers. This insight could inform future 
disruption or coercion strategies.

Cyber and influence operations will play a persistent 
role in shaping South China Sea gray-zone 
confrontations. Future campaigns may increasingly 
blend observed capabilities spanning cyber intrusions, 
physical surveillance, human intelligence, and digital 
influence tactics to manipulate perception, posture, 
and decision-making below the threshold of armed 
conflict. Indicators from recent operations in the 
Philippines suggest that Beijing is refining this toolkit 
in ways that can be scaled or adapted to future 
maritime standoffs or domestic political inflection 
points. U.S. partners in the region may face heightened 
challenges in attribution, internal cohesion, and 
strategic messaging under asymmetric pressure.
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Potential Key Indicators

Cyber-enabled disruption, coercive ransomware, 
or pre-positioned wiper malware activity around 
critical minerals supply chains during resource 
realignment efforts. Early indicators include 
network reconnaissance of export control 
agencies, port authorities, or mining regulatory 
bodies, signaling preparation to impose friction, 
undermine enforcement, or retaliate against 
supply chain diversification.

Expansion of prepositioned malware or persistent 
access from traditional civilian sectors into 
defense-adjacent logistics, emergency services, 
and contingency mobilization networks. Target 
shifts from general IT infrastructure to sectors and 
systems critical for national crisis response may 
indicate a transition from reconnaissance to coercive 
crisis positioning. These critical nodes include 
military logistics hubs, energy dispatch systems, or 
emergency response coordination centers.

Surge in cyber-enabled influence operations 
exploiting leadership transitions, emphasizing 
amplification of "economic pragmatism" or 
"strategic autonomy" narratives aligned with PRC 
interests. Indicators include disproportionate 
online boosting of politicians advocating trade 
de-escalation with the PRC, criticism of defense 
pacts, or narratives minimizing PRC security 
threats. These activities are especially concerning 
when amplified by AI-generated or inauthentic 
social media activity.
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Beijing will expand cyber and influence operations to 
exploit shifting regional and alliance dynamics. 
Recent electoral shifts, internal E.U. divisions, and 
trade frictions have created contested spaces that 
Beijing actively seeks to influence.308 309 Cyber 
operations will likely prioritize intelligence collection on 
policymaking, technology decoupling, defense 
cooperation, and foreign investment strategies. These 
efforts will likely intensify where political fragmentation 
or economic pressures create tactical openings. 
Beijing's ultimate aim is to expand access, fracture 
policy alignment, and preserve strategic engagement 
opportunities in an increasingly contested global 
environment. 

Beijing will sustain and deepen persistent cyber 
access to critical infrastructure and defense 
ecosystems across U.S. allies to support intelligence 
collection, contingency planning, and potential crisis 
leverage. Access to telecommunications, logistics, 
maritime, energy, and defense sectors provides Beijing 
with visibility into alliance strength and establishes 
operational options for disruption, surveillance, and 
deterrence. 

Sustained Pressure on the U.S. Alliance Backbone
Beijing’s influence operations will intensify during 
periods of political turnover and strategic hedging 
among U.S. allies. These efforts are likely to focus on 
marginalizing adversarial figures, empowering 
accommodating or pragmatic actors, and reinforcing 
perceptions of the PRC as an indispensable economic 
and diplomatic partner. The broader objective is to 
sustain strategic access, fragment adversarial 
consensus, and erode the cohesion of U.S.-aligned 
security frameworks over time.

Beijing will escalate cyber operations targeting Five 
Eyes critical minerals sectors and economic policy 
bodies to counter allied efforts to reduce PRC 
leverage over strategic resources. Recent trends 
suggest a focus on collecting intelligence on supply 
chain diversification initiatives, influencing investment 
and trade policies, and disrupting emerging 
frameworks for critical minerals cooperation. 
Operations are likely to prioritize rare earths supply 
chains, regulatory agencies, and trade alliances that 
threaten the PRC’s dominant position in global refining 
and export markets.311 312
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Potential Key Indicators

Emerging persistence operations in logistics, 
emergency response, and mobilization 
networks of U.S. allies. Detection of targeted 
intrusions into systems coordinating military 
logistics, energy grid, or healthcare may 
indicate intent to create options for operational 
disruption during a future escalation.

Steady growth of cyber-enabled influence 
operations exploiting leadership transitions in 
U.S. allies. Amplification of “economic 
pragmatism,” “strategic autonomy,” or anti-
alignment narratives, particularly surrounding 
political figures advocating for reduced 
confrontation with the PRC, may indicate active 
efforts to shape elite discourse and weaken 
U.S.-aligned security cohesion.

Increased reconnaissance and credential 
harvesting targeting critical minerals governance 
bodies. Focused activity against export control 
agencies, mining regulators, and logistics 
operators would indicate a priority to gain visibility 
into emerging supply chain strategies and to build 
options for future disruption or leverage if 
decoupling accelerates.

Sustained or expanded cyber access into 
decision-making ecosystems during alliance 
realignments. Indicators might include persistent 
intrusions into legal advisory teams, trade 
negotiation units, and legislative bodies, 
suggesting a strategic intent to monitor, anticipate, 
and subtly influence decision-making during 
periods of realignment or policy flux.
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PRC-linked influence operations are likely to expand 
in countries experiencing leadership transitions, 
economic strain, or diplomatic realignment. These 
conditions enable Beijing to shape elite and public 
opinion through asymmetric means. Activity across 
Africa, Latin America, and the Pacific shows a growing 
use of covert media assets, local proxies, and pseudo-
local narratives to reinforce pro-PRC messaging and 
discredit foreign engagement. These campaigns 
appear designed to promote Beijing as a more stable, 
non-interfering partner while raising the reputational 
and political costs of deeper alignment with the U.S. 
and its allies.

Sustained cyber access to infrastructure in the 
developing world is likely to provide Beijing with 
operational leverage over competing diplomatic or 
defense engagements. PRC-linked threat actors have 
maintained persistent access to government and 
telecom networks across Africa and Latin America, 
including in countries with growing ties to the U.S. or 
Taiwan. This access enables real-time surveillance, 
influence over sensitive processes, and the potential to 
disrupt rival coordination during crises or negotiations. 
As more countries adopt PRC-built digital 
infrastructure, this leverage may extend to agenda-
setting in multilateral forums or constraint of third-
party basing and assistance.

PRC cyber campaigns are likely to intensify following 
early signals of alignment with PRC competitors. 
Beijing has historically escalated intrusion activity after 
shifts in diplomatic, defense, or economic posture, 

Preemptive Influence and Embedded Access in the 
Developing World

such as new U.S. compacts and Taipei engagements. 
These operations may aim to collect internal political 
data, undermine decision-makers, or preempt rival 
influence gains. As the PRC becomes more risk-
tolerant and technically advanced, this behavior may 
evolve into a standing counter-alignment doctrine in 
cyberspace.

Cyber and information operations targeting Taiwan’s 
diplomatic partners in the developing world are likely 
to focus on reputational erosion and exposure of 
informal engagement channels. These campaigns 
may exploit budgetary transparency, leaked 
communications, and targeted online influence 
operations to discredit Taipei-aligned governments or 
delegitimize Taiwan's international visibility. This 
behavior is likely to escalate around moments when 
alignment decisions are most vulnerable to external 
pressure, such as summits or compact renewals.

Future PRC gray-zone campaigns in the Pacific and 
Africa may blend cyber operations with overt 
diplomatic or economic pressure to reshape 
alignment outcomes. Recent campaigns, such as 
Operation Tainted Love and the Palau ransomware 
leak, have combined cyber intrusions with political 
signaling during U.S.-linked engagements. This 
indicates an evolving strategy to pair digital tools with 
traditional leverage points to create ambiguity, chill 
dissent, or sabotage rival momentum. These blended 
pressure tactics are likely to intensify in regions where 
PRC ambitions run up against growing external 
competition.
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Potential Key Indicators

Emergence of AI-generated content in tandem 
with regional influence campaigns on contested 
topics such as Taiwan, the U.S., or allied 
infrastructure. The integration of generative AI 
into local-facing messaging, especially during 
moments of regional political friction, would 
signal operational maturation and scalable 
deployment of digital influence in strategically 
contested countries.

Leak operations targeting political figures in 
fragile democracies. Campaigns that 
exfiltrate and leak sensitive information, 
particularly during multilateral negotiations or 
other charged political environments, may 
indicate cyber-enabled political warfare 
designed to influence outcomes without 
direct confrontation.

Intrusions into telecommunications and mobile 
network providers with ties to PRC-built 
infrastructure or vendor ecosystems. 
Compromise of regional telecoms and 
maintenance contractors may enable Beijing to 
preserve access, monitor strategic 
communications, and reinforce technical 
dependencies at scale.

Cyber-enabled disruption and leaks coinciding 
with diplomatic alignment shifts or security 
agreements. Ransomware or leak operations 
with weak financial incentives and strong 
signaling characteristics, especially timed to 
Taiwan or U.S. diplomatic engagement, may 
indicate an intent to impose cost or erode trust 
in non-PRC partnerships.

Sustained cyber access to foreign ministries, 
intelligence services, or elite policy nodes in the 
developing world aligned with PRC infrastructure 
projects or Taiwan policy. Detection of persistent 
access or renewed targeting of these institutions, 
particularly during infrastructure negotiations or 
policy inflection points, signals Beijing’s interest in 
shaping sovereign decisions and preempting 
external influence.
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Recommendations

This section outlines a forward-leaning strategy to counter PRC cyber efforts to constrain the United States through 
coordinated technical, institutional, and geopolitical action. The recommendations span hardening edge 
infrastructure, disrupting access vectors, denying control over strategic systems, and reinforcing coalition 
resilience. At their core, these are operational countermeasures, meant to blunt Beijing’s long-term leverage, expose 
covert positioning, and secure the terrain on which future crises may unfold.

Close the Trusted Back 
Door: Shut off Vendor 
Access as a Persistent 
Threat Channel
PRC threat actors exploit vendor relationships to 
maintain durable access inside hardened networks. 
Securing vendor access pathways closes high-risk 
gaps in U.S. defense and critical infrastructure 
systems, denying adversaries easy points of entry and 
persistent surveillance opportunities.

•	 Apply zero trust (ZT) architecture principles to 
third-party access by enforcing continuous 
authentication, least-privilege access, and 
behavioral monitoring, using the Department of 
Defense’s phased ZT model to guide milestones 
and adoption metrics.

•	 Segment and secure vendor-managed update 
mechanisms and support tooling from broader 
production environments.

•	 Deploy behavioral analytics on all vendor 
sessions, flagging anomalies such as off-hours 
lateral movement or unusual credential usage.

•	 Require continuous logging and auditing of all 
third-party access to government, defense, and 
critical infrastructure systems.

•	 Phase in just-in-time session brokering and 
centralized oversight for privileged vendor 
access, starting with high-risk systems and using 
time-bound credentials, session logging, and 
restricted network paths as interim controls where 
full implementation is not yet feasible.

•	 Conduct adversary emulation exercises to test 
detection and response against vendor-side 
compromise scenarios.
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Fortify the Edge: Treat Edge Infrastructure as Key 
Cyber Terrain
PRC threat actors are systematically exploiting firewalls, VPNs, and under-monitored communications infrastructure 
as persistent footholds. As targeting is projected to expand to space systems, industrial gateways, and telecom 
access points. Securing U.S. and allied edge infrastructure denies PRC actors persistent access to systems critical 
for military operations, economic stability, and crisis response.

•	 Standardize and harden device configurations at scale, including update pipelines, default disabling of remote 
administration, and removal of vendor-side access by contract.

•	 Develop firmware telemetry and logging solutions for diverse edge assets in ICS, space, and mobile battlefield 
environments where traditional endpoint detection and response (EDR) is not viable.

•	 Integrate edge-layer devices into core threat detection, including passive monitoring of satellite terminals, 
carrier-grade network address translation (GNAT) equipment, and cellular gateways.

•	 Apply ZT principles across edge environments by verifying device integrity, embedding behavior-based 
monitoring, and enabling policy enforcement in low-visibility or resource-constrained edge assets to detect and 
contain adversary footholds before lateral spread.
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Build and Buy Secure: Reorient Software and 
Hardware Procurement and Production Around 
Adversarial Control Risk
Protecting U.S. systems requires a pragmatic procurement approach that integrates national security risk without 
stifling innovation. In addition to technical assessments, procurement processes should account for systemic risk 
stemming from adversarial control, particularly when devices, platforms, and their specific components originate 
from or are influenced by jurisdictions with state-aligned access obligations. Mitigating adversarial hardware and 
firmware risk protects U.S. defense systems, critical infrastructure, and communications networks from exploitation 
and coercion.

•	 Strengthen federal procurement standards to incentivize secure-by-design networking technologies, favoring 
vendors that demonstrate transparency, verifiable supply chains, and insulation from adversarial influence, while 
preserving innovation and competition through clear, risk-based criteria.

•	 Establish a federal hardware and firmware risk register to identify technologies exposed to PRC control risk, 
enabling agencies to prioritize and phase out vulnerable edge and remote management systems.

•	 Establish a standardized framework for assessing adversarial control risks in procurement, factoring in 
vendor ownership, update authority, and jurisdictional exposure, with priority on high-impact systems and 
alignment to national security objectives.

•	 Factor structural state-aligned risks, such as PRC disclosure laws and covert update mechanisms, into 
procurement decisions and security compliance reviews, emphasizing transparency and operational control 
over hard exclusion lists.
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Burn the Botnet and Relay Layer: Target and Disrupt 
Infrastructure Provisioning Ecosystems
The PRC’s use of contractor-supported botnets, anonymization relays, and hijacked infrastructure creates persistent 
operational reach and degrades attribution. Disrupting PRC-controlled infrastructure networks weakens adversary 
operational reach, complicates long-term access to U.S. and allied systems, and raises the cost of persistent 
espionage and influence operations targeting American interests.

•	 Map infrastructure abuse patterns, focusing on relay networks, virtual private server (VPS) abuse, and regional 
ISP hijacking.

•	 Develop disruption mechanisms targeting provisioning actors, not just front-line operators.

•	 Prioritize takedown and blocking actions against PRC-linked firms supplying infrastructure for espionage or 
influence operations.

•	 Focus infrastructure disruption efforts on strategic environments, including industrial control systems / 
supervisory control and data acquisition (ICS/SCADA) systems, telecom backbones, and satellite networks.

•	 Sustain dedicated threat hunting teams to track botnet reuse, shared exploits, and reseller networks enabling 
PRC campaigns.

•	 Target the ecosystem of infrastructure brokers and botnet operators supporting PRC-linked activity, using 
combined legal, regulatory, and technical action to degrade operational reach.
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Out‑Automate the 
Adversary: Overmatch 
and Degrade PRC 
AI-Powered Automation 
PRC cyber and influence operators are leveraging AI to 
automate reconnaissance, generate tailored phishing 
content, and scale influence operations. U.S. efforts 
must both outpace these capabilities and actively 
degrade their effectiveness. This requires fielding AI 
systems that accelerate analyst workflows, improve 
detection of malign activity, and reduce attacker dwell 
time. Concurrently, the U.S. must also develop 
counter-AI techniques to disrupt PRC model 
performance and reliability. The focus should be on 
practical, testable capabilities that integrate into 
existing tooling, support real-world disruption, and 
hold up under adversarial pressure.

•	 Develop and deploy AI models for incident triage 
and signal extraction, capable of rapidly 
correlating alerts and prioritizing potential 
intrusions based on behavioral patterns.

•	 Field content analysis and influence detection 
tools with a focus on cross-platform tracking of 
known influence vectors, amplification patterns, 
and PRC-linked persona reuse targeting U.S. 
partners.

•	 Integrate AI into cyber red-teaming workflows, 
including automated open-source intelligence 
(OSINT) collection and use of generative models to 
produce convincing decoys and lures.

•	 Apply strict governance, auditability, and supply 
chain verification for all AI systems used in 
defense operations, ensuring they meet reliability 
thresholds under adversarial pressure and are 
viable for classified or sensitive environments.

•	 Develop methods to detect, mislead, or confuse 
PRC-deployed AI systems, including influence 
automation, targeting workflows, and malware 
generation tools. 

•	 Develop and field counter-AI techniques—such 
as model inversion, evasion, and poisoning—to 
undermine PRC AI model performance supporting 
reconnaissance and influence operations.
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Fight the Attribution Fight: Address Attribution as a 
Contested and  Strategic Space
The PRC is blurring responsibility and contesting attribution to erode accountability. Sustaining credible, high-
confidence attribution at speed requires strengthening the public-private ecosystem, not just internal IC processes.

•	 Enhance analytic collaboration with the private sector, creating declassification pathways and legal 
protections to support high-confidence public attribution against PRC-linked actors.

•	 Strengthen public attribution efforts by coordinating messaging that reinforces high-confidence, evidence-
based findings across government and trusted private sector sources.

•	 Synchronize public attribution messaging across intelligence, law enforcement, diplomatic, and private sector 
partners to preempt PRC denials and reinforce coherent, credible disclosures.
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Break the Influence Chain: 
Map, Expose, and 
Dismantle PRC Covert 
Online Influence Networks
The PRC is running hostile covert online influence 
campaigns to manipulate U.S. allies and fracture key 
relationships. This is information warfare, mobilizing front 
groups, criminals, commercial businesses, and intelligence 
proxies to shape decisions, sway opinion, and suppress 
dissent. The U.S. should go beyond fact-checking and civil 
society capacity-building to actively disrupt the 
infrastructure, networks, and operators that enable and 
conduct the PRC’s covert online information campaigns. 
Pushing back at the source will constrain Beijing’s reach and 
restore U.S. initiative.

•	 Develop cross-platform content tracing tools to detect 
narrative amplification and migration between fringe 
and mainstream channels, enabling earlier identification 
of coordinated influence campaigns.

•	 Integrate real-time detection of synthetic media (e.g., 
deepfakes) into influence monitoring systems to flag 
inauthentic personas and forged content before they 
gain traction.

•	 Map and disrupt influence propagation pathways by 
integrating real-time narrative tracking into interagency 
watch centers and allied early warning systems.

•	 Disrupt provisioning networks for sockpuppet and 
hijacked social media accounts that enable large-scale 
covert messaging operations.

•	 Conduct forward cyber operations to dismantle key 
elements of foreign influence infrastructure, including 
troll farms, fake news hubs, and botnets.

•	 Generate shareable intelligence on PRC proxy 
networks targeting allies and partners—including front 
companies, financial conduits, and covert 
infrastructure—to support collaborative exposure, legal 
action, and sanctions.

•	 Conduct information operations wargames with U.S., 
allied, and partner agencies to train strategic-level 
decision-making under narrative attack stresses—
testing coordination, escalation triggers, and policy 
responses.

Copyright © 2025 Booz Allen Hamilton Inc. 64



Copyright © 2025 Booz Allen Hamilton Inc.Approved for Public Release. September 2025.

Forward‑Posture with Partners: Strengthen U.S. 
Cyber Posture Across the PRC’s Eastern Strategic 
Periphery
The PRC is using cyber and information operations across East Asia to weaken allied crisis response, fracture 
pro-U.S. political alignments, and extract critical technologies for strategic gain. These efforts could delay regional 
mobilization, undermine U.S. influence, and entrench Beijing’s advantage in future contingencies. Proactive U.S. 
action can preserve escalation dominance, protect access to critical systems, and strengthen front-line allies 
against PRC coercion.

•	 Harden critical communications, logistics, and mobilization nodes in Taiwan, Japan, and the Philippines 
through cyber resilience partnerships and bilateral contingency planning.

•	 Expand intelligence support and rapid influence forensics to expose and counter PRC political warfare 
campaigns targeting pro-U.S. leaders.

•	 Secure advanced technology pipelines by integrating Taiwan and Japan’s critical sectors into U.S. defense-
industrial cybersecurity frameworks and bilateral threat intelligence exchanges.

•	 Disrupt persistent PRC cyber access to defense-relevant infrastructure by funding threat hunting partnerships 
and pre-crisis exposure campaigns to deny Beijing escalation leverage.

•	 Preemptively position U.S. and allied defensive cyber teams with regional partners to enable early threat 
detection, live-fire training, and rapid response planning, denying PRC actors uncontested access during 
periods of elevated tension and reinforcing coalition readiness before crises emerge.
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Draw Allies Closer: Defend Alliance Resilience 
Against PRC Cyber and Influence Operations
The PRC is exploiting political fractures, economic vulnerabilities, and policy realignments across Europe and the 
Five Eyes to weaken U.S.-aligned coalitions and entrench its strategic access. Cyber and influence operations target 
decision-making ecosystems, critical infrastructure, and political leadership to delay coordinated action and 
normalize Beijing’s presence. Without sustained U.S. action, alliance cohesion may erode under pressure, slowing 
crisis response and ceding ground to PRC influence.

•	 Expand cyber defense cooperation with European and Five Eyes partners, prioritizing the protection of 
decision-making ecosystems, mobilization nodes, and critical infrastructure essential to defense and crisis 
response operations.

•	 Strengthen attribution and influence forensics partnerships, embedding pre-crisis attribution playbooks and 
enabling allies to rapidly detect, attribute, and expose PRC cyber and influence operations.

•	 Defend critical mineral supply chains by hardening partner networks, protecting regulatory and export control 
agencies, and exposing PRC cyber campaigns targeting diversification efforts.

•	 Fund forward-deployed cyber resilience teams, operating by host-nation invitation, to assist allies in detecting, 
disrupting, and evicting persistent PRC access from logistics, telecommunications, energy, and mobilization 
sectors.

•	 Prioritize technical and intelligence support for partners whose cyber resilience efforts directly reinforce 
collective alignment and strategic cohesion against PRC pressure.
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Deny Digital Entrenchment: Dislodge PRC Leverage 
in the Developing World
The PRC is embedding surveillance footholds and technical dependencies across Africa, Latin America, and the 
Pacific Islands that risks restricting U.S. maneuverability and obstructing access. Proactive cyber operations in 
these regions help deny Beijing uncontested terrain. Deploying capability-forward partnerships enables the U.S. to 
secure critical infrastructure, lock out adversary access, and shape conditions before geopolitical pressure points 
harden into crises.

•	 Fund targeted technical operations to secure telecoms, cloud services, and software platforms deployed by 
PRC-linked firms.

•	 Embed cyber liaison teams with at-risk governments to harden networks, counter PRC intrusions, and secure 
environments critical to U.S. regional access.

•	 Enable trusted partners to conduct their own attribution and exposure of PRC operations, reducing 
overreliance on U.S. disclosures, accelerating response timelines, and increasing reputational costs for Beijing.

•	 Organize regular red team and blue team exercises with government and infrastructure operators managing 
PRC-origin platforms, building readiness in locations vital to U.S. regional posture.
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Conclusion
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The scale, stealth, speed, and deniability of PRC-linked 
cyber operations demand a sharper understanding of 
what is changing and why it matters. While scores of 
incidents are well documented, their strategic 
coherence is often obscured by technical diversity, 
geographic spread, and the relentless day-to-day 
demands of network defense. This report shows how 
Beijing has honed key operational methods through 
national-level efforts, tailored them to local conditions, 
and aligned them to global objectives to quietly shift 
the terms of strategic competition in its favor.

These are not isolated incidents to be remediated, 
documented, and filed away. They are expressions of a 
coherent national effort, supported by tailored legal, 
technical, and industrial structures that enable scale, 
stealth, and persistence. Whether exploiting network 
edges, trusted vendors, or AI-accelerated 
reconnaissance, PRC actors are methodically shaping 

adversary operating environments to degrade 
responsiveness, fracture alignment, and raise the cost 
of pushback. This is not simply intrusion. It is erosion—
of initiative, resilience, and freedom of action.

A national response must match the scale and 
structure of the threat. That means modernizing cyber 
defenses to prioritize edge access and vendor risk, 
contesting attribution with speed and credibility, and 
aligning regional strategies to counter PRC leverage 
across infrastructure, diplomacy, and influence. Above 
all, it requires a shift in posture—from reacting to 
adversary campaigns to shaping the operating 
environment ourselves. Strategic initiative is not lost all 
at once. It is conceded in increments. This report 
provides a map to stop that slide. The window for 
action is narrowing. The U.S. must act now to dislodge 
embedded threats and reassert the strategic initiative.
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